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o Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systens such as Omegamon, ITM, and ITCAM, as

FE 1 well as external platforns like Prometheus and Grafana. The section also includes configuring alert

channels, automation actions, and utilizing the Instana REST API to support customized workflows and

data visibility.

o Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses
on the data protection and compliance aspects of Instana deployment. Candidates must describe and

EN D) implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and

mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and

regulatory standards.

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on

resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
13 debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problems, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

¢ Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze
FE 4 mfrastructure performance, set maintenance windows, and design custom dashboards. They are also
expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore
operations to maintain optimal system performance.
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iR #23
‘What is mandatory to use Instana REST APIs?

A. Cookie
B. Token

C. Python
D. CURL

ZX: B
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Access to Instana's REST API is secured using authorization tokens-an industry-standard best practice for API authentication and
traceability. IBM documentation says: "A personal or team API token is required to authenticate REST API calls." Tokens serve as
credentials embedded in HTTP headers on each request, providing both identity and access control for the API consumer. Tokens
are mandatory; without a valid token, any API requests are denied with a 401 Unauthorized error, regardless of whether a tool
(such as CURL) is used. Tokens can be scoped for individual users (personal tokens) or teans (team tokens), enabling granular
tracking and revocation as part of enterprise security policies. API tokens are generated from the Instana Ul under the profile or
team section. Cookies and raw client libraries (e.g., Python) are not authentication methods for Instana APIs.

F 8 #24
What is a valid method for an administrator to delete the 2FA settings of a user?

A. Submit a delete request to the API with the user's email.

B. SSH mto the Clickhouse database pod, use SQL to delete the 2FA entry from the user.
C. Go to settings -> Users, select the user, and delete the 2FA settings there.

D. Use the kubectl-instana command line utility which provides the reset-2fa command.

ER: C
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Per IBM Instana's security documentation, management of two-factor authentication (2FA) is controlled directly via administrative
functions in the web Ul The guidance reads: "Administrators can remove a user's 2F A association by navigating to Settings > Users,
choosing the user, and using the remove or reset 2F A option in the UL" This workflow is safe, auditable, and leaves a traceable
event in the audit log, satisfying enterprise security policy requirements. Direct API or CLI deletion of 2F A is not the recommended
(or documented) method for Instana-managed users, and database-level manipulation (D) is unsupported as it risks data corruption.
The Ul approach is verified for both on-premises and SaaS installations.

P& #25
Which protocol is used by the Grafana Plugin for Instana to fetch data?

A.JDBC
B. HTTP

C. gRPC
D. SOP
£%: B
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When integrating Grafana with Instana, the plugin communicates using RESTful interactions over the HTTP protocol. IBM's


https://www.vcesoft.com/C1000-189-exam-questions.html

integration guide clearly explains: '"The Instana DataSource Plugin for Grafana communicates with the Instana backend via HTTP-
based REST APIs to query metrics and event data." This ensures secure TLS-encrypted data transport and allows compatibility
with Grafana's native data source management features. HTTP is chosen due to its simplicity, standardization, and suitability for web
API integrations, allowing Grafana to query time-series data from Instana and automatically populate dashboards. The plugin
retrieves metrics, trace-level summaries, and service health states over HTTP GET and POST requests. Other options such as
gRPC are used only internally between microservices, SOP is not a standard communication protocol, and JDBC is limited to
databases. The HTTP choice makes integration straightforward across networked environments, requiring only AP tokens or basic
authentication per Instana API access configuration.

i /8 #26
How can the configuration parameters be changed when installing Synthetics via Helm?

A. By modifying the default Helm chart directly

B. By specifying values with the --set flag or providing a YAML file with the -f flag
C. By using the --config flag to specify a configuration file

D. By passing values through environment variables only

ZX: B

i RE B -

IBM Instana Observability supports deploying and managing components like Synthetic PoPs and monitoring collectors through
Helm charts in Kubernetes environments. The official documentation explicitly states: '"To customize the configuration of Instana
Synthetics deployments using Helm, specify values either directly with the --set flag or via a configuration file passed with the -f flag
during the Helm install or upgrade command." This approach aligns with Kubernetes best practices by maintaining immutable
packaged charts while permitting flexible, environment-specific configurations through overrides. The --set parameter allows single-
line value changes from the command line (for example, setting API keys or namespace values), whereas usinga YAML file
provides structure for multi-parameter updates and offers version control capability. IBM warns against manual edits in default Helm
charts or direct environment-based configurations as these can be overwritten during automation or chart upgrades. Following
Helm's configuration model ensures predictable, replicable deployments consistent with declarative infrastructure management-an
mtegral philosophy behind the Instana operator ecosystem The combination of -fand --set enables a scalable and consistent way to
customize Synthetics installation across clusters.

P& #27
In context of Golden Signals in Instana monitoring, what is the true definition of latency?

A. How long it takes to handle or service a particular request
B. How long does it take to login to mobile application

C. How many errors are there in one HTTP request

D. How long does it take to open a webpage

BEE: A

fERE LB«

Latency is one of the four principal Golden Signals monitored in Instana and critical for measuring system performance and user
experience. According to IBM Instana Observability documentation: "Latency is the time it takes to handle or service a request,
measured as the duration between request start and response end." This applies regardless of protocol (HTTP, RPC, messaging,
etc.) and is used to evaluate whether services are fast or slow under real load. Instana automatically tracks latency for every
transaction, as shown in traces and metrics: this enables teans to identify slow services, resource contention, and downstream
delays. Golden Signals (latency, error rate, traffic, saturation) provide a universal framework recognized in both SRE and
performance engineering disciplines. The actual duration a user spends logging in or opening a webpage may be an instance of
latency, but Instana's definition is generalized to any service request (API, DB, etc.), not just interactive browser events. Error count
is monitored separately (error signal).

IR #28
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