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¢ Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of

GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
Topic 1 Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

Topic 2

¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

Topic 3 configuring organization-level policies, managing self-hosted and GitHub- hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Microsoft GitHub Administration Sample Questions (Q14-Q19):

NEW QUESTION # 14
In a GitHub repository using Dependabot, which of the following best describes the purpose of the .github/dependabot.ym file?

A. Tt encrypts dependency versions before storing them in the repo.

B. It configures scheduling, package ecosystens, and target directories for update checks.
C. It enables GitHub to scan for secrets in dependency files.

D. It lists commit SHAs to exclude from automatic pull requests.

Answer: B

Explanation:
The .github/dependabot.ym file defines Dependabot's package-ecosystem, the directories to inspect, and the update schedule
(daily/weekly/monthly), controlling when and where Dependabot checks for new versions.

NEW QUESTION # 15
Your organization wants to reduce costs. Which of'the following actions should you take?

A. Regularly audit for inactive users
B. Disable SAML SSO for members
C. Grant all users admin permissions
D. Remove all outside collaborators

Answer: A

Explanation:
Regularly auditing for inactive (dormant) users lets you suspend or remove accounts that aren't consuming seats - fieeing up licenses
and directly lowering your per-user subscription costs.

NEW QUESTION # 16
A teammember is unable to push to a repository due to a 403-error related to branch protection. What should the GitHub
Enterprise administrator do first?

A. Check the user's permissions and rulesets applied to the branch
B. Raise a GitHub Support request for permissions issues

C. Remove the user from the team and re-add them

D. Revert the branch to an earlier state

Answer: A



Explanation:

The admmistrator should first review the user's repository role and the branch protection rules applied to that branch. A 403 error on
push almost always indicates that the user either lacks the necessary write permissions or is not listed among the actors authorized by
the branch protection settings.

NEW QUESTION # 17
Our organization is updating its enterprise policies. Which of the following steps should you take to ensure alignment with security
requirements?

¢ A. Regularly assess and adjust policies based on evolving risks.

¢ B. Implement the new enterprise policies across the organization first and then consult with the security teamto identify- any
necessary adjustments or retrofits

e C. Implement changes without consulting stakeholders.

¢ D. Maintain clear documentation of existing policies and policy changes.

Answer: B,.D

NEW QUESTION # 18
What do you need to successfully generate a support bundle on a GitHub Enterprise Server?

A. A custom GitHub Action in the root repo
B. Admmistrator SSH access to the appliance
C. A GitHub App with read:org permissions
D. Approval from GitHub Support

Answer: B

Explanation:
You must have admmistrator-level SSH access to the GitHub Enterprise Server appliance so you can run the ghe-support-bundle
command over SSH and capture the bundle locally.

NEW QUESTION # 19
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