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PR #139
Which two aspects of the cloud PaaS model are managed by the customer but not the provider? (Choose two)

A. virtualization

B. operating systems
C. applications

D. data

E. middleware
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Explanation:
Customers must manage applications and data in PaaS.
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IR #140
‘Which two features are used to configure Cisco ESA with a multilayer approach to fight viruses and malware?
(Choose two)

A.DLP

B. outbreak filters
C.RAT

D. white list

E. Sophos engine
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Cisco ESA uses a multilayer approach to fight viruses and malware. The first layer of defense consists of outbreak filters, which the
appliance downloads from Cisco SenderBase. Outbreak filters use global threat intelligence and behavioral analysis to identify and
block emerging threats before they reach the network. The second layer of defense consists of antivirus engines, which scan the
message body and attachments for known viruses and malware. Cisco ESA supports multiple antivirus engines, such as Sophos,
McAfee, and Cisco AMP. The Sophos engine is one of the default engines that Cisco ESA uses, along with McAfee. The Sophos
engine provides fast and accurate detection of viruses and malware, and updates its signatures frequently. The other options are not
features that are used to configure Cisco ESA with a multilayer approach to fight viruses and malware. A white list is a list of trusted
senders or recipients that are exempt from spam or virus filtering,

RAT is the Recipient Access Table, which is used to determine whether the appliance accepts or rejects messages to a recipient
address. DLP is Data Loss Prevention, which is used to prevent sensitive or confidential data from leaving the network. References

* Email Security Using Cisco ESA
* Demystifying Cisco ESA HAT, RAT Tables and Deployment Types
* Email Security Deployment Guide - Cisco

R #141

An organization plans to upgrade its current email security solutions, and an engineer nust deploy Cisco Secure Email. The
requirements for the upgrade are:

* Implement Data Loss Prevention

* Implement mail encryption



* Integrate with an existing Cisco IronPort Secure Emmail Gateway solution Which Cisco Secure Email license is needed to
accomplish this task?

A. Cisco Secure Email Outbound Essentials
B. Cisco Secure Email Phishing Defense

C. Cisco Secure Email Domain Protection
D. Cisco Secure Email Inbound Essentials
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What is the purpose of the certificate signing request when adding a new certificate for a server?

A. Tt provides the server information so a certificate can be created and signed

B. It is the password for the certificate that is needed to install it with.

C. It is the certificate that will be loaded onto the server

D. It provides the certificate client information so the server can authenticate against it when installing

ER: A

i RE LB -

Explanation

Explanation

A certificate signing request (CSR) is one of the first steps towards getting your own SSL Certificate. Generated on the same server
you plan to install the certificate on, the CSR contains information (e.g. common name, organization, country) that the Certificate
Authority (CA) will use to create your certificate. It also contains the public key that will be included in your certificate and is signed
with the corresponding private key

i RE #143
An engineer is configuring cloud logging using a company-managed Amazon S3 bucket for Cisco Umbrella logs. What benefit does
this configuration provide for accessing log data?

e A ltis included mthe license cost for the multi-org console of Cisco Umbrella
¢ B. Data can be stored offline for 30 days.

¢ C. No other applications except Cisco Umbrella can write to the S3 bucket

e D. It can grant third-party SIEM integrations write access to the S3 bucket
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