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SAP Certified Associate - Security Administrator Sample Questions (Q61-
Q66):

NEW QUESTION # 61
What does SAP Key Management Service (KMS) do to secure cryptographic keys? Note: There are 3correct answers to this
question.

A. Store keys

B. Rotate keys
C. Generate keys
D. Transmit keys
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¢ E. Conceal keys
Answer: A,B,C

Explanation:

* Context:SAP Key Management Service (KMS) is essential for managing cryptographic keys in SAP systers, providing
functionality to enhance data security.

* Solution Descriptions:

* Store keys:Ensures secure storage of cryptographic keys.

* Rotate keys:Allows regular updates of keys to maintain security.

* Generate keys:Facilitates the creation of new cryptographic keys.

SAP Security References:

* SAP KMS Docurmentation

* SAP Help Portal for Cryptographic Services

NEW QUESTION # 62
‘What must you do before you can use transaction PFCG? Note: There are 2correct answers to this question.

A. Filltables USOBT C and USOBX C with the SAP-delivered authorization default values.
B. Fill tables USOBT and USOBX with the SAP-delivered authorization default values.

C. Set the system profile parameter auth/no_check in some cases to N.

D. Set the system profile parameter auth/no_check in some cases to Y.

Answer: B,D

Explanation:

* Context:Before using transaction PFCG for role maintenance, initial setup steps must be completed to ensure proper system
behavior.

* Solution Descriptions:

* A:2USOBT and USOBX tables must be filled with SAP-delivered default values to enable role generation.

* BiTheauth/no_check in some casesparameter controls bypass scenarios and must be set to "Y" during the setup phase.
SAP Security References:

* SAP Role Generation Process Documentation

* SAP Profile Parameter Settings Guide

NEW QUESTION # 63
In the administration console of the Cloud Identity Services, which authentication providers are available?
Note: There are 2 correct answers to this question.

A. Successfactors
B. Arba

C. Fieldglass

D. Concur

Answer: A,B

Explanation:

The administration console of SAP Cloud Identity Services supports integration with specific authentication providers to enable
secure user authentication. SAP SuccessFactors and SAP Ariba are available as authentication providers, allowing seamless single
sign-on (SSO) and identity management for users accessing these SAP solutions. These providers are integrated to leverage their
identity data for authentication within the SAP ecosystem, enhancing security and user experience. In contrast, SAP Concur and
SAP Fieldglass are not supported as authentication providers in the Cloud Identity Services administration console, as they primarily
focus on expense management and workforce management, respectively, and do not serve as identity providers in this context.

NEW QUESTION # 64
‘Which solution analyzes an SAP system's administrative areas to safeguard against potential threats?

e A. SAP Enterprise Threat Detection



¢ B. SAP Security Optimization Services
¢ C. SAP Code Vulnerability Analyzer
¢ D. SAP EarlyWatch Alert

Answer: B

Explanation:

* Context:SAP Security Optimization Services help assess administrative and security configurations, providing tailored
recommendations to safeguard SAP systers against threats.

* Solution Description:

* SAP Security Optimization Servicesanalyze configurations, authorizations, and operational practices in SAP systens, identifying
vulnerabilities and providing actionable recommendations for system hardening,

* Elimination of Other Options:

* A. SAP EarlyWatch Alert: Focuses on system performance, not specifically on administrative security.

* B. SAP Enterprise Threat Detection: Monitors runtime threats but does not assess administrative setups.

* C. SAP Code Vulnerability Analyzer: Analyzes code, not administrative areas.

SAP Security References:

* SAP Help Portal (Security Optimization Service Guidelines)

* SAP Support Notes related to system security audits

NEW QUESTION # 65
‘Which of the blowing fimctions within SAP GRC Access Control support access certification and review? Note: There are 2 correct
answers to tM Question.

A. Role Ream

B. Review CI User Reaffirm
C. Role Review

D. GO

Answer: B,C

NEW QUESTION # 66
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