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NEW QUESTION # 100 
Which SAFE component logically arranges the security capabilities into blueprints?

A. Reference Architectures
B. Places in the Network
C. Secure Domains
D. Cisco Validated Designs

Answer: A

Explanation:
In the Cisco SAFE framework, Reference Architectures serve as blueprints that logically arrange security technologies and
capabilities to specific business goals and network use cases. These architectures integrate technologies across domains (e.g., cloud,
endpoint, branch) and reflect best practices for layered security.
SCAZT Section 1 (Cloud Security Architecture, Pages 13-15) states that Reference Architectures are built from Secure Domains
and Places in the Network, offering a structured approach to threat defense.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 1, Pages 13-15

NEW QUESTION # 101 

Refer to the exhibit. An engineer must configure the Cisco ASA firewall to allow the client with IP address
10.1.0.6 to access the Salesforce login page at https://www.salesforce.com. The indicated configuration was applied to the firewall
and public DNS 4.4.4.4 is used for name resolution; however, the client still cannot access the URL. What should be done to meet
the requirements?

A. Remove rule 3
B. Move rule 6 to the top
C. Move rule 5 to the top
D. Remove rule 7

Answer: A

Explanation:
Rule 3 denies all DNS traffic from the subnet 10.1.0.0/30, which includes the client at 10.1.0.6. Since DNS resolution is required to
resolve www.salesforce.com, this DNS deny rule is preventing the client from obtaining the IP address needed for HTTPS



connection. Removing Rule 3 allows DNS traffic from the client, while Rule 4 permits it specifically for the 4.4.4.4 DNS server.
As per SCAZT Section 3: Network and Cloud Security (Pages 70-73), DNS resolution must be allowed before HTTPS
connectivity is attempted. Rule priority and traffic dependency should always be considered in firewall design.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 3, Pages 70-73

NEW QUESTION # 102 
Restoring affected systems after a security incident is known as _________.

A. reinstituting
B. quarantining
C. complicating
D. abandoning

Answer: A

NEW QUESTION # 103 
Security policies for remote users using VPN or application-based access should focus on:

A. Using public Wi-Fi networks without any security measures
B. Ensuring all data is encrypted during transit
C. Providing unrestricted access to internal resources
D. Verifying user identity and device security before access

Answer: B,D

NEW QUESTION # 104 
Which industry security frameworks are mentioned as part of cloud security architecture?

A. DISA
B. NIST
C. IEEE
D. CISA

Answer: A,B,D

NEW QUESTION # 105
......
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