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B #17
What are the three severity levels for Portworx alerts?

e A INFO, WARNING, ALARM
e B.INFO, WARNING, CRITICAL
e C.INFO, WARNING, ERROR

IEf#: B

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

Portworx classifies alerts into three main severity levels to help administrators prioritize response actions. These levels are INFO,
WARNING, and CRITICAL. INFO alerts provide informational messages about non-critical events, such as configuration changes
or normal operational milestones. WARNING alerts indicate potential issues that could impact performance or availability if left
unaddressed, such as increased latency or approaching capacity limits. CRITICAL alerts signal severe problens requiring immediate
attention, such as node failures or data corruption risks. This severity categorization supports effective alert management and
escalation policies, allowing operational teans to focus on high-impact issues first. The Portworx observability and alerting guide
explains these levels in detail and recommends integrating alerts with external monitoring systems for centralized management [ Pure
Storage Portworx Alerting Guide source] .

HH #18
Which Portworx component is used to co-locate volumes with pods?

e A Stork
¢ B. Autopilot
e C. Volume Placement Strategy

R
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Comprehensive and Detailed Explanation From Exact Extract:

Portworx's Volume Placement Strategy ensures that persistent volumes are co-located with the pods that use them, enhancing
performance and reducing latency. This strategy involves applying placement rules and constraints that guide Kubernetes scheduler
and Portworx storage operations to place data volumes on nodes close to or the same as the pods. Co-location improves I/O
throughput and application responsiveness by minimizing network hops between compute and storage resources. While Autopilot
automates scaling and Stork manages storage-aware scheduling, Volume Placement Strategy specifically handles volume location
relative to workloads. The Portworx architecture documentation highlights this component as critical for optimizing storage efficiency
and workload performance in Kubernetes environments running Portworx storage [ Pure Storage Portworx Architecture Docs
source] .

HME #19
Which 3 secret stores are supported by Portworx?

o A. AWS KMS, Google Cloud KMS, Kubernetes Secrets
¢ B. AWS KMS, Oracle Key Vault, Hashicorp Vault
e C. IBM KMS, Hashicorp Vault, Gemalto SafeNet KeySecure

EfE: A

-

Comprehensive and Detailed Explanation From Exact Extract:

Portworx integrates with three primary external secret stores to manage encryption keys securely: AWS Key Management Service
(AWS KMS), Google Cloud Key Management Service (Google Cloud KMS), and Kubernetes Secrets. AWS KMS enables
secure key storage and management for workloads running in AWS, leveraging native cloud security features. Google Cloud KMS
provides similar key management for Google Cloud environments, allowing seamless integration with Google's security infrastructure.
Kubernetes Secrets provide an on-premises or hybrid cloud method to store encryption keys and sensitive configuration securely
within Kubernetes clusters, suitable for private data centers or cloud-agnostic deployments. This multi-cloud and hybrid cloud
compatibility enable Portworx to meet diverse customer requirements for key management and regulatory compliance. Portworx
security documentation details the setup, configuration, and best practices for each supported secret store to ensure data encryption
keys are managed securely and efficiently across environments [ Pure Storage Portworx Security Guide source] .

B #20
What is the primary finction of the telemetry pod added to each node when telemetry is enabled in Portworx?

e A. To monitor the health of the node.
¢ B. To upload Portworx diagnostics to Purel.
¢ (. To manage network configurations.

EfE: B

R

Comprehensive and Detailed Explanation From Exact Extract:

When telemetry is enabled, Portworx deploys a telemetry pod on each node whose primary function is to collect diagnostic and
performance data and securely upload it to Purel, Pure Storage's cloud-based management and analytics platform. This pod gathers
metrics such as resource utilization, error rates, and configuration changes, enabling proactive monitoring and predictive analytics.
The data helps Purel provide customers with actionable insights, alerting, and automated support features, improving cluster
reliability and reducing operational overhead. The telemetry pod does not directly monitor node health (which is the role of other
compornents) nor manage network settings; its focus is on data collection and communication with Pure1. Official Portworx telemetry
documentation highlights this pod as critical for enabling cloud-based health monitoring and customer support enhancements [ Pure
Storage Portworx Telemetry Guide source] .

B #21
What is the primary purpose of Stork in a Kubernetes cluster?

e A. To monitor network traffic.
¢ B. To deploy applications automatically.
e C. To manage storage operations and migrations.



IEf: C
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Comprehensive and Detailed Explanation From Exact Extract:

Stork (Storage Orchestrator for Kubernetes) is a Portworx component designed to enhance Kubernetes storage management. Its
primary purpose is to orchestrate storage-aware operations, including volume scheduling, migration, backup, and disaster recovery.
Stork integrates deeply with Kubernetes to provide application-aware scheduling decisions that respect storage constraints such as
volume locality and affinity. It also facilitates migration of stateful workloads by coordinating volume replication and failover. Stork
simplifies complex storage workflows in Kubernetes environments, enabling seamless backup and restore of applications and
improving overall resilience. Portworx's official documentation highlights Stork as a key enabler for business continuity by managing
storage operations and migrations, making it essential for Kubernetes environments running critical stateful workloads with Portworx
storage [Pure Storage Portworx Stork Guide source] .
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