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¢ Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
F&E1 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

¢ Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
FE2 Domain Search to gather intelligence during investigations.

¢ Event Search: This domain focuses on performing advanced event searches from detections, refining
FRE3 searches using event actions, and distinguishing between commonly used event types.
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Froma detection, what is the fastest way to see children and sibling process information?
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A. Right-click the process and select "Follow Process Chain"

B. Select the Event Search option. Then from the Event Actions, select Show Associated Event Data (From
TargetProcessld_decimal)

C. Select Full Detection Details from the detection

D. Select the Process Timeline feature, enter the AID. Target Process ID, and Parent Process ID
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To ensure that a malicious file cannot be accidentally executed or accessed by other processes, how are quarantined files stored on
the local endpoints?

A. They are stored in an encrypted format.

B. They are hidden within the Windows System32 directory.

C. They are moved to a password-protected ZIP file on the desktop.
D. They are renamed with a random 32-character extension.
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R #117

Analyze the following process lineage observed during a detection triage ona Windows 10 workstation:
root > siss.exe > winlogon.exe > userinit.exe > explorer.exe > windows_media_player y35s21-4ak.exe.
Based on the fact that the suspicious process originated from the user's desktop shell environment (explorer.
exe), what is the most likely entry vector for this attack?

A. User execution via a Phishing email or drive-by download
B. Malicious persistence via a WMI event subscription

C. Remote exploitation of a system service

D. Credential theft through a compromised Domain Controller

BER: A

R RE #118
In the 'Graph View' of a detection, processes are connected by arrows. Which of the following does a yellow arrow connecting two
processes indicate?

A. A Thread Injector-Injectee relationship (Process Injection).

B. A Network connection was established between the two processes.
C. A file was written by the first process and read by the second.

D. A standard Parent-Child relationship.

BEE: A

RIRE #119
A responder decides to set a specific Custom IOA to the "Monitor' action. Which of the following sentences best describes the
technical result of this choice?

A. The sensor will automatically isolate the host from the network.

B. The sensor will log the activity in the audit logs but will not generate a detection.

C. The sensor will block the activity and alert the user with a pop-up.

D. The sensor will create detections with 'Informational severity but will not block the activity.

ZE: D
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