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H #67
Which of'the following correctly describes the Firewall rule Action of Force Allow?

¢ A Force Allow permits traffic to bypass analysis by both the Firewall and Intrusion Pre-vention Protection Modules.
¢ B. Force Allow permits traffic that would otherwise be denied by other Firewall rules to pass, but still enforces filtering by the
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Intrusion Prevention Protection Module.
¢ C. Force Allow explicitly allows traffic that matches the Firewall rule to pass, and implicitly denies all other traffic.
¢ D. Force Allow permits traffic to bypass analysis by all Deep Security Protection Modules.

IEf#: B

M #68
Which of'the following statements is true regarding Firewall Rules?

¢ A Firewall Rules applied through a parent-level Policy cannot be unassigned in a child-level policy.

¢ B. Firewall Rules are always processed in the order in which they appear in the rule list, as displayed in the Deep Security
manager Web console.

¢ C. Firewall Rules applied to Policy supersede similar rules applied to individuals computers.

¢ D. When traffic is intercepted by the network filter, Firewall Rules in the policy are always applied before any other
processing is done.

EfE: A

R -

Firewall Rules assigned at the parent policy level are inherited by all child policies and cannot be unassigned at the child policy level
To change or remove such rules, you must edit the parent policy.

Option D is not entirely accurate because Deep Security supports rule priority and other processing behaviors, not just list order.
References:

Trend Micro Deep Security Policy Inheritance

B #69
Which Deep Security Protection Modules can be used to provide runtime protection for the Kubernetes and Docker platforms?
Select all that apply.

A. Log Inspection

B. Intrusion Prevention
C. Integrity Monitoring
D. Anti-Malware

IEf#: B. C. D

fiR e«

Deep Security supports runtime protection for container environments (such as Kubernetes and Docker) using the following
modules:

Intrusion Prevention protects container network traffic and blocks exploits.

Integrity Monitoring monitors for unauthorized or unexpected changes in files and configuration.

Anti-Malware scans for malware within containers and images.

Log Inspection is not currently available as a runtime protection feature for containers.

Reference:

Trend Micro Deep Security Administrator's Guide, Container Security and Runtime Protection Section

HH #70
Recommendation scans can detect applications and/or vulnerabilities on servers on the network. Which of the following Protection

Modules make use of Recommendation scans?

e A Intrusion Prevention, Firewall, Integrity Monitoring and Log Inspection
e B. Log Inspection, Application Control, and Intrusion Prevention

e (. Intrusion Prevention, Integrity Monitoring, and Log Inspection

e D. Firewall, Application Control, and Integrity Monitoring

IEf: C
R -



Recommendation scans in Deep Security are used to recommend rules for:

Intrusion Prevention

Integrity Monitoring

Log Inspection

Firewall and Application Control do not use recommendation scans for their rule or inventory management.
References:

Trend Micro Deep Security Recommendation Scan Guide

HE#T1
What is the effect of the Firewall rule displayed in the following exhibit?

A. This rule will allow outgoing TCP and UPD commumication from this server.

B. This rule will allow incoming TCP and UPD communication to this server.

C. This rule will allow TCP and UPD replies to requests originating on this server.

D. This rule will allow incoming commumnication to this server, but not TCP and UPD.

IEf#: B

fERL 2

The rule shown is an "Allow" rule with the following characteristics:

Direction: Incoming

Protocol: TCP + UDP

Source/Destination: Any (not restricted)

Specific Flags: RST and SYN are selected

This configuration will permit ncoming TCP and UDP traffic to the server. The selected flags (RST, SYN) allow for new and reset
connection establishment, which is typical for permitting inbound connections.
Outgoing communication would require an outgoing rule, which is not defined here.
Reference:

Trend Micro Deep Security Administrator's Guide, Firewall Rules Section
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