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EE #303

Your company's test suite is a custom C++ application that runs tests throughout each day on Linux virtual machines. The full test
suite takes several hours to complete, running on a limited number of on premises servers reserved for testing. Your company wants
to move the testing infrastructure to the cloud, to reduce the amount of time it takes to fully test a change to the system, while
changing the tests as little as possible. Which cloud infrastructure should you recommend?

A. Google Compute Engine managed instance groups with auto-scaling

B. Google App Engine with Google Stackdriver for logging

C. Google Compute Engine unmanaged instance groups and Network Load Balancer
D. Google Cloud Dataproc to run Apache Hadoop jobs to process each test

HE: A

MY
Explanation: https/cloud.google.com/compute/docs/instance-groups/

EE #304

Your company has decided to build a backup replica of their on-premiises user authentication PostgreSQL database on Google
Cloud Platform. The database is 4 TB, and large updates are frequent.

Replication requires private address space commumnication. Which networking approach should you use?

A. Google Cloud Dedicated Interconnect

B. ANAT and TLS translation gateway installed on-premises

C. A Google Compute Engine instance with a VPN server installed connected to the data center network
D. Google Cloud VPN connected to the data center network

HE. D

M.
https//cloud. google.convdocs/enterprise/best-practices- for-enterprise-organizations

EE #305
Your organization has decided to restrict the use of external IP addresses on instances to only approved instances. You want to
enforce this requirement across all of your Virtual Private Clouds (VPCs). What should you do?

e A Create a new VPC in custommode. Create a new subnet for the approved instances, and set a default route to the
internet gateway on this new subnet.

e B. Set an Organization Policy with a constraint on constraints/compute. vmExternallpAccess. List the approved instances in
the allowedValues list.

¢ C. Remove the default route on all VPCs. Move all approved instances into a new subnet that has a default route to an
mnternet gateway.

e D. Implement a Cloud NAT solution to remove the need for external IP addresses entirely.

H0Y: B
AN,
Reference:

https7//cloud. google.conycompute/docs/ip-addresses/reserve-static-external-ip-address#disableexternalip you might want to restrict
external [P address so that only specific VM instances can use them. This option can help to prevent data exfiltration or maintain
network isolation. Using an Organization Policy, you can restrict external IP addresses to specific VM instances with constraints to
control use of external IP addresses for your VM instances within an organization or a project.



EE #3006
Your web application must comply with the requirements of the European Union's General Data Protection Regulation (GDPR).
You are responsible for the technical architecture of your web application. What should you do?

¢ A Ensure that your web application only uses native features and services of Google Cloud Platform, because Google
already has various certifications and provides "pass-on' compliance when you use native features.

B. Define a design for the security of data in your web application that meets GDPR requirements.

C. Enable the relevant GDPR compliance setting within the GCPConsole for each of the services in use within your
application.

¢ D. Ensure that Cloud Security Scanner is part of your test planning strategy in order to pick up any compliance gaps.

He: B

MY

Explanation

https/cloud.google.convsecurity/gdpr/?tab—tab4

Reference: https://www.mobiloud.com/blog/gdpr-compliant-mobile-app/

HE #307

You are migrating a Linux-based application from your private data center to Google Cloud. The TerramEarth security team sent
you several recent Linux vulnerabilities published by Common Vulnerabilities and Exposures (CVE). You need assistance in
understanding how these vulnerabilities could impact your migration. What should you do?

A. Post a question regarding the CVE in a Google Cloud discussion group to get an explanation
B. Read the CVEs from the Google Cloud Platform Security Bulletins to understand the impact
C. Post a question regarding the CVE in Stack Overflow to get an explanation

D. Read the CVEs from the Google Cloud Status Dashboard to understand the impact.

E. Open a support case regarding the CVE and chat with the support engineer.

M4. BE

MH.
Explanation
https//cloud. google.convsupport/bulleting
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