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¢ Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
FH1 requirements, including developing policies, procedures, and standards. Candidates will learn about

managing security programs, including awareness training on phishing and social engineering,
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¢ Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while

=H 2
T implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systers.
¢ Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
FH 3 the configuration of firewalls and intrusion detection systerns.

o Security Operations: This domain is designed for CompTIA security architects and covers analyzing data

to support monitoring and response activities, as well as assessing vulnerabilities and recommending
M 4 solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mntelligence concepts to enhance operational security.
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HEE #209

The material finding from a recent compliance audit indicate a company has an issue with excessive permissions. The findings show
that employees changing roles or departments resultsin privilege creep.

Which of'the following solutions are the best ways to mitigate this issue? (Select two).

Setting different access controls defined by business area

A. Implementing a role-based access policy
B. Designing a least-needed privilege policy
C. Requiring periodic job rotation

D. Performing periodic access reviews

E. Establishing a mandatory vacation policy

HE: AD

MY

To mitigate the issue of excessive permissions and privilege creep, the best solutions are:

Implementing a Role-Based Access Policy:

Role-Based Access Control (RBAC): This policy ensures that access permissions are granted based on the user's role within the
organization, aligning with the principle of least privilege. Users are only granted access necessary for their role, reducing the risk of
eXcessive permissions.

EAE #210

An analyst must remediate vulnerabilities in IoT devices within 24 hours. These vulnerabilities:

* Have CVSS scores of less than 7.0

* Have updates available

* Will not significantly impact production systens if remediation is unsuccessful Which of the following practices is best for the
analyst to use to resolve the issue?

A. Forced restart of the device
B. Vulnerability prioritization
C. Automated patching

D. SOAR playbook creation
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The best answer is A. Autormated patching . The scenario already states that updates are available, the vulnerabilities must be
remediated within 24 hours , and the risk of unsuccessful remediation is low because production impact would not be significant.
That makes direct, rapid deployment of fixes the most appropriate practice. CompTIA's SecurityX objectives include operational
response and automation themes, and the official exam summary explicitly references automation capabilities in multiple areas. In this
scenario, autormation is not just helpful; it is the most practical way to meet the time requirement consistently across IoT devices.
Why the other options are incorrect:

B). Vulnerability prioritization is something you do before deciding what to remediate first, but the question already gives the
prioritization context and asks how to resolve the issue. C. Forced restart does not remediate the vulnerabilities. D. SOAR playbook
creation might support a broader workflow in the future, but creating a playbook is slower and less direct than simply using
autormted patching when patches already exist and risk is acceptable. Under the stated conditions, automated patching is the best-fit
operational response.

References:

CompTIA SecurityX official exam objectives summary.

CompTIA SecurityX CAS-005 exam objectives PDF miirror.

HAE #211
A security architect wants to develop a baseline of security configurations These configurations automatically will be utilized machine
is created Which of the following technologies should the security architect deploy to accomplish this goal?

A. Ansible
B. GASB
C. Short
D. CMDB

HE: A

MH.

To develop a baseline of security configurations that will be automatically utilized when a machine is created, the security architect
should deploy Ansible. Here's why:

Automation: Ansible is an automation tool that allows for the configuration, management, and deployment of applications and
systemns. It ensures that security configurations are consistently applied across all new machines.

Scalability: Ansible can scale to manage thousands of machines, making it suitable for large enterprises that need to maintain
consistent security configurations across their infrastructure.

Compliance: By using Ansible, organizations can enforce compliance with security policies and standards, ensuring that all systems
are configured according to best practices.

AE #212

A company's SICM Is continuously reporting false positives and false negatives The security operations team has Implemented
configuration changes to troubleshoot possible reporting errors Which of the following sources of information best supports the
required analysts process? (Select two).

A. Trends

B. Alert failures

C. Third-party reports and logs
D. Dashboards

E. Network traffic summaries
F. Manual review processes

Y. AC

Y.

When dealing with false positives and false negatives reported by a Security Information and Event Management (SIEM) system, the
goal is to enhance the accuracy of the alerts and ensure that actual threats are identified correctly. The following sources of
information best support the analysis process:

A . Third-party reports and logs: Utilizing external sources of information such as threat intelligence reports, vendor logs, and other
third-party data can provide a broader perspective on potential threats. These sources often contain valuable insights and context



that can help correlate events more accurately, reducing the likelihood of false positives and false negatives.

B . Trends: Analyzing trends over time can help in understanding patterns and anomalies in the data. By observing trends, the
security team can distinguish between normal and abnormal behavior, which aids in fine-tuning the STEM configurations to better
detect true positives and reduce false alerts.

Other options such as dashboards, alert failures, network traffic summaries, and manual review processes are also useful but are
more operational rather than foundational for understanding the root causes of reporting errors in SIEM configurations.
Reference:

CompTIA SecurityX Study Guide: Emphasizes the importance of leveraging external threat intelligence and historical trends for
accurate threat detection.

NIST Special Publication 800-92, "Guide to Computer Security Log Management: Highlights best practices for log management,
including the use of third-party sources and trend analysis to improve incident detection.

"Security Information and Event Management (SIEM) Implementation” by David Miller: Discusses the use of external intelligence
and trends to enhance SIEM accuracy.

EAE #213
An analyst has prepared several possible solutions to a successful attack on the company. The solutions need to be implemented
with the least amount of downtime. Which of the following should the analyst perform?

e A Implement all the solutions at once in a virtual lab and then run the attack simulation. Collect the metrics and then choose
the best solution based on the metrics.

¢ B. Implement every solution one at a time in a virtual lab, running a metric collection each time. After the collection, run the
attack simulation, roll back each solution, and then implement the next. Choose the best solution based on the best metrics.

e C. Implement all the solutions at once in a virtual lab and then collect the metrics. After collection, run the attack simulation.
Choose the best solution based on the best metrics.

¢ D. Implement every solution one at a time in a virtual lab, running an attack simulation each time while collecting metrics. Roll
back each solution and then implement the next. Choose the best solution based on the best metrics.

¥e: D

MH.

To minimize downtime, testing should occur in a virtual lab, not production. The best approach is to test solutions methodically:
implement one solution at a time, run an attack simulation, collect metrics, roll back, and repeat. This isolates each solution's
effectiveness, ensuring accurate metrics for decision-making without production impact.

* Option A:Testing all solutions simultaneously muddies the results-metrics won't show which solution worked.

* Option B:Collecting metrics before the simulation misses the point of testing against the attack.

* Option C:Correct-tests each solution independently with simulation and metrics, minimizing downtime via virtual lab use.

* Option D:Like A, combining solutions obscures individual effectiveness.

AE #214
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