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¢ Wireless Technologies: This section of the exam measures the skills of Wireless Architects and covers
foundational knowledge of wireless IoT technologies and their applications. It includes maintaining
awareness of emerging technologies through research, understanding common applications and their
associated frequencies and protocols, and familiarity with key standards organizations like IEEE, IETF,
FH1 and Wi-Fi Alliance. The domain also encompasses defining various wireless network types including
WLAN, WPAN, and IoT implementations across industries, along with understanding the hardware and
software components of [oT devices and gateways, covering processors, memory, radios, sensors, and
operating systerrs.
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¢ Inplementing Wireless Solutions: This section of the exam measures the skills of Wireless Implementation
Specialists and covers the practical implementation of wireless IoT solutions. It involves understanding key
issues related to autormation, integration, monitoring, and management, and using best practices in
implementation,n including pilot testing, configuration, installation, and documentation. The domain includes
FH 2 validating implementations through testing and troubleshooting, performing installation procedures including
equipment mounting and connectivity configuration, and implementing security solutions covering
authentication, authorization, and encryption. It also encompasses knowledge transfer practice,s including
staff training and solution documentation.

¢ Radio Frequency Commumications: This section of the exam measures the skills of RF Engineers and
focuses on the fundamental principles of radio frequency communications. It involves explaining RF wave
characteristics such as frequency, wavelength, and amplitude, and understanding behaviors like

=3 amplification, attenuation, and free space path loss. The domain covers describing modulation techniques

mncluding ASK, FSK, PSK, and QAM, and explaining the capabilities of RF components like radios,

antennas, and cabling, It also includes describing the use and capabilities of different RF bands in terms of

communication ranges and power levels.

¢ Planning Wireless Solutions: This section of the exam measures the skills of IoT Solutions Architects and
encompasses the planning phase of wireless IoT solutions. It involves identifying system requirements,
including use cases, capacity needs, security requirements, and integration needs, while considering

= 4 constraints such as budgetary, technical, and regulatory limitations. The domain includes selecting
appropriate wireless solutions based on requirements, planning for technical needs, including LAN

¢ WAN networking and frequency coordination, and understanding the capabilities of common wireless loT
solutions like Bluetooth, Zigbee, and LoRaWAN, along with location services and methods.

¢ Supporting Wireless Solutions: This section of the exam measures the skills of Wireless Support Engineers
and focuses on the ongoing administration and support of wireless solutions across various vertical
markets. It involves administering solutions in healthcare, industrial, smart cities, retail, and other
environments while troubleshooting common problens including interference, configuration issues, and
FH 5 hardware malfunctions. The domain includes determining the best use of scripting and programming
solutions for IoT implementations, understanding data structures and APIs, and comprehending networking
and security protocols. It also covers understanding application architectures and their impact on wireless
solutions, including single-tier and multi-tier architectures, database systens, and application servers.

Z| &1 CWNP CWSA CWISA-103 FEMEZEA| (Q36-Q41):

A2 #36

You are implementing a smart office wireless solution for a small business. The business owner indicates that It is acceptable to use
consumer-targeted wireless devices. What is a common negative attribute of consumer- targeted smart home or smart office
devices?

A. They usually stop working after twelve months

B. They often operate only in the 2.4 GHz frequency band used by 802.11 devices
C. They typically only support FHSS modulation schemes

D. They rarely support features required for small business deployment

He:. B

Y.

* Consumer Smart Devices Limitation: Many consumer-oriented smart devices are designed for simplicity and cost-effectiveness,
leading to reliance on the crowded 2.4 GHz band.

* Consequences:

* High Interference: Increased potential for interference from Wi-Fi and other 2.4 GHz devices.

* Limited scalability: Performance and reliability may degrade in busy wireless environments.

B2 #37
‘What scripting language works natively inside of nearly all modern Web browsers and may also be used for automation within some



wireless solutions, such as Node-RED?

A. PHP
B. JavaScript
C.R

D. Python
HeE: B

MY

* Browser Ubiquity: JavaScript has a native runtime environment within almost every modern web browser, making it the 'built-in’
scripting language for web-based interfaces.

* Node-RED: This IoT flow-based programming tool specifically uses JavaScript for its logic and automation functions.

* Other Languages:

* PHP: Primarily server-side for web applications

* Python: Versatile language, used in some back-end IoT functions but not natively in browsers

* R: Statistical and data analysis, not typically embedded in wireless solutions References:

JavaScript (Browser Compatibility): Documentation of its near-universal support Node-RED (Programming Model): Descriptions of
how it uses JavaScript for node logic.

EE #38
What is the primary difference between LoRa and LoRaWAN

e A LoRauses RF and LoRaWAN uses light-based commumications

¢ B. LoRa is the modulation method (using CSS modulation at the Physical Layer) and LoRaWAN is the MAC sub-layer of
the Data Link layer

¢ C. LoRa is used for commumicating across the Internet and LoRaWAN is used only on the local link

¢ D. LoRa is the Physical Layer and LoRaWAN is the Transport Layer

e B

MH.

LoRa: This refers to the underlying radio modulation technique using Chirp Spread Spectrum (CSS). It defines how data is
physically encoded onto the wireless signal.

LoRaWAN: This is the network protocol built on top of LoRa. It manages device communication, network topology, and aspects
like security. It operates at the MAC sublayer of the Data Link layer (Layer 2) of the OSI model LoRa vs. LoRaWAN: Key
takeaway is that LoRa is the physical layer technology, while LoRaWAN adds the networking layer for management.

A2 #39
What consideration is found in PtIMP systems that is not found in PtP systems?

A. Interference avoidance
B. SINR optimization

C. Frequency selection
D. Airtime management

He:. D

dY:

PtMP (Point-to-Multipoint): A single access point (AP) comnmumnicates with muttiple client devices.

This means the AP needs to manage how the available airtime is shared among those clients.

Airtime Fairness: Mechanisims are needed to ensure that:

Each client gets a fair chance to communicate

High-priority traffic isn't starved by low-priority traffic PtP (Point-to-Point): A dedicated link only has two devices, eliminating the
need for complex airtime management.

Considerations in Both: While interference, SINR, and frequency selection are important in both PtMP and PtP systems, the need
for airtime management is unique to the multipoint scenario.



EE #40
What function does the IEEE perform in relation to wireless technologies?

A. Certified equipment to be compatible

B. Designs wireless chipsets

C. Promotes technology and standards development
D. Brings wireless products to market

HE: C

Y.

* IEEE's Role: The Institute of Electrical and Electronics Engneers (IEEE) is a global organization critical in developing and
promoting technical standards across various fields, including wireless technologies.

* Standards Work: IEEE creates wireless technology standards like:

* [EEE 802.11: Wi-Fi standards

* IEEE 802.15.4: Basis for ZigBee, Thread, and other low-power networks References

* IEEE: https://www.ieee.org/
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