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AEE#14

A customer has configured eBGP peering using local AS 65000 with two routers froma CX 6300 VSF stack with thefollowing
switch ports:

[ports connecting to router-1 10.10.10.2]

The LAGs are connected lo third-party L2 switches, which are used as a transit network for the remote eBGP routers. To optimise
the possible BGP peering issues. The AOS-CX switch Is configured with theglobal settings:

What needs to be done on the AOS_CX switch to enable the bidirectional forwarding with the eBGP peers?

A. Option A
B. Option B
C. OptionD
D. Option C
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HE: B

Y.

The goal is to enable Bidirectional Forwarding Detection (BFD) for eBGP neighbors 10.10.10.2 and

10.10.20.2 on the AOS-CX VSF stack (AS 65000). Global BFD settings are already configured. We need the specific commands
to link BFD state to the BGP neighbor relationship.

* BFD for BGP Configuration:Requires enabling the fall-over bfd parameter for the specific neighbor within the router bgp <asn>
configuration hierarchy.

* Analyzing the Options (New Image):

* Option 1 (Top):

router bgp 65000

address-family ipv4 unicast

neighbor 10.10.10.2 fall-over bfd

neighbor 10.10.20.2 fall-over bfd

This enables BFD specifically within the ipv4 unicast address family context for both neighbors. This is a valid configuration location.
* Option 2 (Second):

router bgp 65000

neighbor 10.10.10.2 fall-over bfd

neighbor 10.10.20.2 fall-over bfd

This enables BFD directly under the main neighbor <ip> configuration lines within router bgp 65000. This typically applies BFD to
all address families configured for that neighbor relationship (including IPv4 unicast). This is also a valid and common configuration
location.

* Option 3 (Third):

nt 1/1/1-1/1/2, 2/1/1-2/1/2

fall-over-bfd

Incorrect. Applies BFD configuration under an interface range context, which is not how BFD is linked to BGP sessions.

* Option 4 (Bottom):

mterface lagl-2

fall-over bfd

Incorrect. Applies BFD configuration under an interface LAG range context, which is not how BFD is linked to BGP sessions.

* Comparing Valid Options (1 vs 2):Both Option 1 and Option 2 correctly use the fall-over bfd command under router bgp. Option
1 provides per-address-family granularity, while Option 2 applies it to the neighbor generally. Without a specific requirement to
enable BFDonlyfor IPv4, applying it at the neighbor level (Option 2) is often simpler and sufficient. Both achieve the goal for the
required [Pv4 peering. In many documentation examples, the configuration is shown at the neighbor level unless per- AF control is
explicitly needed.

* Conclusion:Both Option 1 and Option 2 show valid configuration methods. Option 2 is arguably slightly more common/general
when BFD is desired for the overall neighbor relationship.

References:AOS-CX BFD Guide, AOS-CX BGP Guide (neighbor commands, fall-over bfd option). This relates to "Routing”
(16%) and "Network Resiliency and virtualization" (8%) objectives.

BE#15
The client would like to automate the process of troubleshooting issues to have better visibility.
Which solution would you recommend for your client?

A. Automate processes with scripting like Python

B. HPE Aruba Networking Fabric Composer

C. AlOps integrated into HPE Aruba Networking Central
D. HPE Aruba Networking Switch Multi- Edit Software

He. C

Y.

AlOps in HPE Aruba Networking Central provides A/ML-driven analytics, automated troubleshooting, and proactive insights. This
gives clients better visibility and automates the process of detecting, analyzing, and resolving issues, which is exactly what the client is
asking for.

EE#16
What is the best practice for using Dynamic Segmentation?



A. Use UBT to create isolated networks for specific types of devices.

B. Use a combination of role-based access and overlay technologies to create a layered security approach

C. Use LUR to assign roles to devices based on their location and DUR to assign roles to devices based on their user
identity.

D. Use Dynamic Segmentation only on devices that are connected to the network via Wi-Fi.

HE: B

AR #17
A client is unable to connect to the network, In the HPE Aruba Networking ClearPass access tracker, wo can seean EAP timeout
What is a possible cause of this message?

A. The client does not trust the radius server certificate.

B. The radius server can seethat theclient certificate is expired.
C. The client can see that theradiusserver certificateis expired.
D. The radius server doesnot trust the client certificate

HE: A

MEH.

The question involves an EAP timeout in HPE Aruba Networking ClearPass Access Tracker during an 802.1 X authentication
attempt, with the task of identifying a possible cause.

* Analysis of Options:

* Option Adncorrect. A client certificate trust issue would cause a different error, not an EAP timeout.

* Option B:Incorrect. An expired client certificate would result in an authentication failure, not a timeout.

* Option C:Incorrect. Ifthe client sees an expired RADIUS server certificate, it would reject it, but this typically causes a trust error,
not a timeout.

* Option D:Correct. Ifthe client does not trust the RADIUS server's certificate (e.g., missing CA certificate or untrusted issuer), it
may fail to proceed with the EAP handshake, leading to an EAP timeout.

* Why Option D is Correct:In 802.1X authentication with EAP (e.g., EAP-TLS or EAP-PEAP), the client must trust the RADIUS
server's certificate to establish a secure TLS tunnel. Ifthe client's trust store lacks the Certificate Authority (CA) certificate or the
server's certificate is untrusted (e.g,, self signed without proper installation), the clientaborts the EAP handshake, resulting in an EAP
timeout logged in ClearPass. This is a common issue in 802.1X deployments and can be resolved by ensuring the client has the
correct CA certificate or by using a trusted server certificate, as per HPE Aruba Networking's security guidelines.

* Relevance to Certification Objectives:

* Authentication/Authorization (9%):Troubleshooting 802.1X and ClearPass authentication issues.

* Security (10%):Diagnosing wired 802.1X with EAP-TLS failures.

* Troubleshooting (10%):Resolving authentication timeouts in campus networks.

References:

HPE Aruba Networking ClearPass Policy Manager User Guide: 802.1X Authentication Troubleshooting,

HPE7-A06Study Guide: Covers EAP-based authentication and certificate issues.

HPE Aruba Networking Technical Documentation: 802.1X Certificate-Based Authentication Best Practices.

EE#18

You have recently configured a switch for 802.1X authentication with HPE Aruba Networking ClearPass. A security admin is seeing
events with the following description in ClearPass Event Viewer.

'RADIUS authentication attempt from unknown NAD (10.10.1.10:1812)'

Which command should you use to identify the configuration issue?

A. show ip source-interface radius

B. show radius-server detail

C. show radius-server shared-secret

D. show aaa authentication-server radius

He:. B

Y.
show radius-server detail will display the configured RADIUS servers along with their [P addresses and shared secrets. This helps
you verify if the switch's management IP is properly registered as a NAD (Network Access Device) in ClearPass. Ifthe IP used by



the switch to send RADIUS requests is not listed as a NAD in ClearPass, you will see the "unknown NAD" error.
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