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CertiProf Ethical Hacking Professional Certification Exam Sample Questions
(Q10-Q15):

NEW QUESTION # 10
Do Google Dorks show hacked computers or systems?

¢ A. No, Google Dorks are used to search for specific information indexed by search engines.
¢ B. Yes, Google Dorks hack pages automatically to access data.
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¢ C. Yes, Google Dorks work as a backdoor to all web pages.
Answer: A

Explanation:

Google Dorks, also known as Google hacking, areadvanced search queriesthat use specific operators to locate publicly accessible
information indexed by search engines. Therefore, option A is the correct answer.

Google Dorks donot hack systems, compromise computers, or act as backdoors. Instead, they reveal information that is already
publicly available but may be unintentionally exposed due to poor configuration.

Exanmples include exposed login pages, backup files, configuration files, error messages, or sensitive documents that should not be
indexed.

Option B is incorrect because Google Dorks do not provide unauthorized access to web pages. Option C is also incorrect because
Google Dorks do not exploit vulnerabilities or bypass authentication mechanisirs.

From an ethical hacking perspective, Google Dorks are commonly used during thepassive reconnaissance phaseto identify
information leakage without directly interacting with the target system. This makes them low- impact but highly effective for
discovering misconfigurations.

Understanding Google Dorks is important for managing information exposure risks. Ethical hackers use them to demonstrate how
attackers can gather intelligence without triggering security alerts. Defenders can mitigate these risks by properly configuring
robots.txt files, access controls, and removing sensitive content from public indexing.

NEW QUESTION # 11
On which website can you check if your email account has been compromised?

e A https//facebook.com
¢ B. https’/haveibeenpwned.com
¢ C. https//rincondelvago.com

Answer: B

Explanation:

The correct platformused to check whether an email address has been involved in known data breaches is
https’/haveibeenpwned.com

, making option B the correct answer. This service aggregates data from publicly disclosed breaches and allows users to verify if
their credentials have been exposed.

Understanding data breaches is a key part of current security trends, as credential leaks remain one of the most common causes of
account compromise. Ethical hackers, security professionals, and even everyday users use such services to assess exposure and
take corrective action, such as changing passwords or enabling muilti-factor authentication.

Option A, Facebook, is a social media platform and does not provide breach-checking services. Option C is unrelated and does not
serve any cybersecurity or breach-monitoring finction.

From an ethical hacking standpoint, breach-awareness tools help reinforce proactive defense strategies. They raise awareness of
credential reuse risks and demonstrate how leaked data can be weaponized in phishing, credential stuffing, and social engineering
attacks.

Monttoring breach exposure is not hacking; it is a defensive security measure. Ethical hackers use this knowledge to educate
organizations on password hygiene, the importance of unique credentials, and the implementation of identity protection controls.
Staying informed about breaches is essential in modern cybersecurity environments.

NEW QUESTION # 12
What is a flag inside ntentionally vulnerable machines?

e A. A symbolic pirate flag representing hackers.
e B. Alist of commands used as a guide to hack the machine.
e C. A file inside the machine containing a keyword or string that proves the system was successfully compromised.

Answer: C

Explanation:

In penetration testing labs and intentionally vulnerable machines, a flag is afile or string placed inside the system to verify successful
exploitation, making option B the correct answer. Flags are commonly used in Capture The Flag (CTF) challenges, training
platforns, and vulnerable virtual machines.



Flags typically contain a unique keyword, hash, or identifier that can only be accessed after exploiting a vulnerability or achieving a
specific level of access, such as user or root privileges. Ethical hackers use flags to confirm progress and validate that attack
objectives have been met.

Option A is incorrect because flags do not provide instructions or guidance. Option C is incorrect because flags are not symbolic
images or representations.

From an ethical hacking education perspective, flags serve asmeasurable proof of exploitation success. They help learners track
achieverments and ensure that vulnerabilities were exploited correctly rather than guessed or bypassed incorrectly.

Understanding flags reinforces structured penetration testing methodologies, clear objectives, and verification steps. In professional
environments, flags conceptually translate to proof-of-concept evidence provided in penetration testing reports to demonstrate risk
and impact.

NEW QUESTION # 13
Can Nmap be used for vulnerability scanning?

e A YES, nmap has this capability as well.
¢ B. NO, nmap can only perform port scanning,
e (. NO, other software is used for that purpose.

Answer: A

Explanation:

Nmap (Network Mapper) is primarily known as a powerful tool for network discovery and port scanning, but it also possesses
robust vulnerability scanning capabilities through theNmap Scripting Engine (NSE). The NSE allows users to write and share simple
scripts to automate a wide variety of networking tasks. One of the core categories of scripts available in the NSE is vuln, which is
specifically designed to detect known security vulnerabilities on the targets being scanned.

‘When an ethical hacker runs a scan with the flag --script vuln, Nmap will not only identify open ports but will also cross-reference
the discovered services against its internal database of vulnerabilities. For example, if Nmap detects an old version of an SMB
service, it can run specific scripts to check if that service is vulnerable to well-known exploits like EternalBlue (MS17-010).

While dedicated vulnerability scanners like Nessus or OpenVAS offer more comprehensive databases and reporting features,
Nmap's vulnerability scanning is highly valued for being fast, lightweight, and scriptable.

It is an excellent tool for "quick-look" assessments during the reconnaissance phase. By using NSE, testers can also perform tasks
beyond simple vulnerability detection, such as:

* Brute-forcing: Attempting to guess passwords for services like SSH or FTP.

* Malware Detection: Identifying if a server has been infected by certain types of worms or backdoors.

* Configuration Auditing: Checking for insecure default settings.

Integrating Nmap's vulnerability scanning into a penetration testing workflow allows for a more seamless transition from discovery to
exploitation, making it one of the most versatile tools in a security professional's toolkit.

NEW QUESTION # 14
What is Whois?

e A It is a physical directory where names and ip addresses can be consulted since the beginning of the Internet.
¢ B. Itis a directory by which 1t is possible to know where exactly the owner of a domain or IP address lives.
e C. Itis a public directory through which you can know "who is" the owner of'a domain or IP address.

Answer: C

Explanation:

WHOIS is a query and response protocol widely used for searching databases that store the registered users or assignees of an
Internet resource, such as a domain name or an IP address block. It acts as a public directory that provides essential information
about the ownership and technical management of a specific online asset.

‘When an individual or organization registers a domain name, they are required by ICANN (Internet Corporation for Assigned
Names and Nummbers) to provide contact information, which is then made available through WHOIS lookups.

A standard WHOIS record typically contains:

* Registrant Information: The name and organization of the person who owns the domain.

* Administrative and Technical Contacts: Names and email addresses of the people responsible for the site's operation.

* Registrar Information: The company where the domain was purchased and the date of registration

/expiration.

* Name Servers: The servers that direct traffic for the domain.



In ethical hacking, WHOIS is a primary tool forpassive reconnaissance. It allows a tester to map out the organizational structure of a
target without ever sending a packet to the target's network. For example, finding the technical contact's email address might provide
a lead for a social engineering attack, or identifying the name servers might reveal the cloud provider being used. While many owners
now use "WHOIS Privacy" services to hide their personal details behind a proxy, WHOIS remains a critical first step in defining the
"footprint" of a target and understanding its administrative boundaries.

NEW QUESTION # 15
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