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GIAC Cloud Security Automation 32 %€ GCSA Bk & (Q130-Q135):

H #130
In the context of microservice security, what is an "attack surface'?
Response:

A. The physical location where the application is hosted

B. The code libraries used in the microservices

C. All the points where an unauthorized user can try to enter data to or extract data from an environment
D. The total number of users who can access the microservices

Ef#: C

HM #131
What are two key security concerns related to configuration management as code?
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(Choose Two)
Response:

A. Inadequate access control

B. Increased system complexity
C. Manual configuration updates
D. Misconfigured automation

Eﬁ: A\ D

HH #132

Which two practices enhance the effectiveness of continuous security monitoring?
(Choose Two)

Response:

A. Real-time threat detection

B. Limiting monitoring to high-traffic periods
C. Reducing the frequency of security checks
D. Centralizing log collection and analysis

Ef#: A. D

B #133
How can one harden a containerized environment?
Response:

A. By increasing the number of containers on a single host.

B. By running containers as root users.

C. By using containers to run different parts of the same application.
D. By limiting container privileges and access to host resources.

IEf#: D

R #134

Which cloud services provide Kubernetes as a managed service?
(Select all that apply)

Response:

e A Albaba Cloud

e B. Azure (Microsoft Azure)

¢ C. Google Cloud Platform (GCP)
e D. AWS (Amazon Web Services)

IFf#: B.C. D
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