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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q451-Q456):
NEW QUESTION # 451 
Which of the following best describes the importance of KPIs in an incident response exercise?

A. To reveal what the team needs to prioritize
B. To expose which tools should be used
C. To identify the personal performance of each analyst
D. To describe how incidents were resolved

Answer: A

Explanation:
Key Performance Indicators (KPIs) in incident response exercises help organizations prioritize improvements by measuring response
effectiveness, containment success, and recovery speed. This ensures that resources are focused on the most critical areas for
enhancement.
Option A (Personal performance tracking) is more relevant to HR evaluations rather than cybersecurity operations.
Option B (Describing incident resolution) is important but does not define future priorities.
Option D (Identifying tools to use) is useful but not the primary function of KPIs.
Thus, C is the correct answer, as KPIs help teams identify the most urgent areas for improvement.

NEW QUESTION # 452 
A user's computer is performing slower than the day before, and unexpected windows continually open and close. The user did not
install any new programs, and after the user restarted the desktop, the issue was not resolved. Which of the following incident
response actions should be taken next?

A. Reformat and reimage the OS.
B. Restart in safe mode and start a virus scan.
C. Disconnect from the network and leave the PC turned on.
D. Contain the device and implement a legal hold.

Answer: C

NEW QUESTION # 453 
An organization has a critical financial application hosted online that does not allow event logging to send to the corporate SIEM.
Which of the following is the best option for the security analyst to configure to improve the efficiency of security operations?

A. Subscribe to a threat feed related to the vendor's application.
B. Download and manually import the logs outside of business hours.
C. Configure a new SIEM specific to the management of the hosted environment.
D. Use a vendor-provided API to automate pulling the logs in real time.

Answer: D

NEW QUESTION # 454 
A disgruntled open-source developer has decided to sabotage a code repository with a logic bomb that will act as a wiper. Which
of the following parts of the Cyber Kill Chain does this act exhibit?

A. Installation
B. Weaponization
C. Reconnaissance
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D. Exploitation

Answer: B

Explanation:
Weaponization is the stage of the Cyber Kill Chain where the attacker creates or modifies a malicious payload to use against a
target. In this case, the disgruntled open-source developer has created a logic bomb that will act as a wiper, which is a type of
malware that destroys data on a system. This is an example of weaponization, as the developer has prepared a cyberweapon to
sabotage the code repository.
References: The answer was based on the web search results from Bing, especially the following sources:
* Cyber Kill Chain | Lockheed Martin, which states: "In the weaponization step, the adversary creates remote access malware
weapon, such as a virus or worm, tailored to one or more vulnerabilities."
* The Cyber Kill Chain: The Seven Steps of a Cyberattack - EC-Council, which states: "In the weaponization stage, all of the
attacker's preparatory work culminates in the creation of malware to be used against an identified target."
* What is the Cyber Kill Chain? Introduction Guide - CrowdStrike, which states: "Weaponization: The attacker creates a malicious
payload that will be delivered to the target."

NEW QUESTION # 455 
Which of the following is a KPI that is used to monitor or report on the effectiveness of an incident response reporting and
communication program?

A. Incident volume
B. Remediated incidents
C. Average time to patch
D. Mean time to detect

Answer: B

Explanation:
Comprehensive and Detailed Step-by-Step Explanation:Remediated incidents is a key performance indicator (KPI) that measures
how effectively incidents are resolved and communicated during the incident response lifecycle. It reflects the program's success in
mitigating risks and restoring normal operations. Other options (e.
g., mean time to detect) are important metrics but do not directly measure reporting or communication effectiveness.
References:
* CompTIA CySA+ Study Guide (Chapter 4: Reporting and Metrics, Page 425)
* CompTIA CySA+ Objectives (Domain 4.0 - Reporting and Communication)

NEW QUESTION # 456
......
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