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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 1

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 2 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 3 .
Microsoft 365 tenant.
¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
Topic 4 protection and data lifecycle management is discussed in this topic. Moreover, questions about

implementing Microsoft Purview data loss prevention (DLP) also appear.

Microsoft 365 Administrator Sample Questions (Q359-Q364):

NEW QUESTION # 359
You have a Microsoft 365 ES subscription that uses Microsoft Defender for Endpoint.
‘When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This weljgite is'blocked by your
organization. Contact your
administrator for mordinformation.

Hosted by www.contos@sem

Microsoft Defender SmartScreen

You need to enable user access to the partner company's portal.
‘Which Microsoft Defender for Endpoint setting should you modify?

e A. Alert suppression
B. Alert notifications
C. Custom detections
D. Advanced hunting
E. Indicators

Answer: E

Explanation:



This website is blocked by your
organization. Contact your
administrator for more information.

This Webstte Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:

httpsv/jadexstrategic.com/web-protection/

NEW QUESTION # 360
HOTSPOT
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

Name | Member of FAulticFactor Auth Status
User1l | GroupT Digdbled
| User2 | Group] Enforced

Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs.
The tenant contains the named locations shown in the following table.

] Name IP address range Trusted location
| Uddarasoft | 131.107.20.0/24 Yes

| Location2 131.107.80.0724 Yes

You create a conditional access policy that has the following configurations:

* Users or workload identities assignments: All users

* Cloud apps or actions assignment: Appl

* Conditions: Include all trusted locations

* Grant access: Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Microsofdaements

When User1 connects to App1 from a devicg, thiat has an IP
address of 131.107.50.10, User1 must use MFA.

When User2 connects to App1 from a'dévice that has an IP
address of 131.107.20.15, User2 mgst tise MFA.

When User2 connects to App1¥tom a device that has an IP
address of 131.107.5.5, User2.smust use MFA.

Answer:

Explanation:
Answer Area

Statements Yes No

When User1 connects to App1 from a device that'has an IP )
address of 131.107.50.10, User1 must use MFA.

When User2 connects to App1 from @ device that has an IP © Q
address of 131.107.20.15, User2 must use MFA.

When User2 connects to App1 from a dewvice that has an IP O Q
address of 131.107.5.5, User2 must use.MFA, M ICYOS oft

Explanation:

I ISTT e e

Statements Yes No

When User1 connects to App1 from a device that has an IP @ O
address of 131.107.50.10, User1 must use MFA.

When User2 connects to App1 from a device that has an IP 0 ®)
address of 131.107.20.15, User2 must use MFA.

When U%rZ.mw@mm%oq‘t evice that has an IP Q (@]
address of 1311075 " st'use MFA.

Box 1: Yes

131.107.50.10 is in a Trusted Location so the conditional access policy applies. The policy requires MFA.

However, Userl's MFA status is disabled. The MFA requirement in the conditional access policy will override the user's MFA
status of disabled. Therefore, User]l must use MFA.

Box 2: Yes.

131.107.20.15 is in a Trusted Location so the conditional access policy applies. The policy requires MFA so User2 must use MFA.
Box 3: No.

IP not from Trusted Location so Policy does not apply, Subnet 131.107.5.5 is not in the range of 131.107.50.0

24



Reference:
httpsz//docs.microsoft.conven-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION # 361
You have a Microsoft 365 ES subscription that contains a SharePoint site named Sitel. Sitel contains the files shown in the
following table.

Number of IP addresses in the file

Bils

You have the users shown in the following table.
Name M icraseft

User] Site ownerg-for Site]

User2 Site'meémbers for Sitel

Admint | SharePoint admins

You create a data loss prevention (DLP) policy with an advanced DLP rule and apply the policy to Site1. The DLP rule is

configured as shown in the following exhibit.




Edit rule

“ Conditions

_ We'll apply this policy to content that matches these conditions.

~ Content contains W

Default Anyof these ~ | [

ﬂdnhfomu
% Mic
Adaress High confidence v [ © instance count | 3 to | A (O )|
— O

¥, Create group

=+ Add condition !
" Exceptions &
— N

Use actions to protect co‘t the conditions are met
“~ Restrict encrypt the content in Microsoft 365 locations 0}
B Restrict access or encrypt the content in Microsoft 365 locations

@l Block users from receiving email or accessing shared SharePoint, OneDrive, and Teams files.

By default users are blocked from sending Teams chats and channel messages that contan the
type of content you're protecting. But you can choose who 1s biocked from receiving emails or
accessing files shared from SharePoint, OneDnve, and Teams.

®)  Block everyone. ©
O Block only people outside your organization 0

O Block only people who were given access to the content through the “Anyone with the
link™ option. 0]
For each of the following statements, select Yes if the statement is true Otherwise, select No NOTE: Each correct selection is worth
one point.



Statements: Yes HNo

™ Microsof

User1 can open File2.

Uier? Gariopen File1

Admin can open File2.

Explanation:

Statements
User1 can open FileZ.

User2 camopen Filel.

By e 05 Oft

NEW QUESTION # 362

You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com The tenant contains the users shown in
the following table.

From the Sign-ins blade of the Microsoft Entra admin center for which users can User] and User2 view the sign-ins? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area -
User1 can view the sign-ins for the following users: 1, User2. User3. and Userd - |
User1 only [
| User1 and User2 only :
| User1, User2, and User3 only
User2 can view,th& sigh-ins for the following users: I User1 and User2 only '_I
User2 only
.D M . ft | User1, User2, and User3 only
. I C rO S 0 | User1, User2, User3, and Userd4
Answer:

Explanation:



User1 can view the sign-ins for the following u@e” User2. User3, and Userd ¥
o TUserl only

| User1 and User2 only

00 N l User1, User2, and User3 only

User2 only

|
User2 can view the é@\& the following users: | User1 and User2 only b2
o‘( N T rr
° U 12, and User3 only
& . IVI I C rO mft:rl User3, and User4

Explanation:
Answer .
B Microsoft

User1 can view the sign-ins for the following users:  User1, User2, User3, and Userd ¥

User2 can view the sign-ins forthe following users:  User1 and User2 only ¥

NEW QUESTION # 363
As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options
n the answer area.

NOTE: Each correct selection is worth one point.

) =. Microsoft

Seattle: [7
6 months
18 months
24 months
30 months

New York: Y
6 months
18 months
24 months
30 months
5 years

Answer:

Explanation:



Seaftleso' Y
6 months
18 months

_____ |

24 months |

30 months
5 vears

New York: Y

—————— -
|

18 months
24 months
30 months

5 years

Explanation:

Seattle: Y
6 months

] E r1] crogortt

24 months

30 months
5 vears

New York: ¥
6 months
18 months
24 months
30 months
5 vears

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle- fact-sheet March Feature Updates:
Serviced for 18 months fromrelease date September Feature Updates: Serviced for 30 months fiom release date References:
https//www.windowscentral. com/whats-difference-between-quality-updates-and- feature-updates-windows- 10

NEW QUESTION # 364
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