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] #206
Adamworks as a Penetration Tester for Umbrella Inc. A project has been assigned to him check the security of wireless network of
the company. He re-ijects a captured wireless packet back onto the network. He does this hundreds of times within a second. The
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packet is correctly encrypted and Adam assumes it is an ARP request packet. The wireless host responds with a stream of
responses, all individually encrypted with different [Vs.
Which of the following types of attack is Adam performing?

A. Network injection attack
B. Replay attack

C. MAC Spoofing attack
D. Caffe Latte attack

IEf#: B

H #207
‘Which of the following types of attacks is the result of vulnerabilities in a program due to poor programming techniques?

A. Buffer overflow attack

B. Evasion attack

C. Ping of death attack

D. Denial-of-Service (DoS) attack

EfE: A

E R #208

John, a part-time hacker, has accessed in unauthorized way to the www.yourbank.com banking Website and stolen the bank
account information of its users and their credit card numbers by using the SQL injection attack. Now, John wants to sell this
information to malicious person Mark and make a deal to get a good amount of money. Since, he does not want to send the hacked
information in the clear text format to Mark; he decides to send information in hidden text. For this, he takes a steganography tool
and hides the information in ASCII text by appending whitespace to the end of lines and encrypts the hidden information by using the
IDEA encryption algorithm. Which of the following tools is John using for steganography?

A. 2Mosaic
B. Image Hide
C. Snow.exe
D. Netcat

Ef#: C

H R #209

Adam, a malicious hacker has successfully gained unauthorized access to the Linux system of Umbrella Inc. Web
server of the company runs on Apache. He has downloaded sensitive documents and database files from the
computer.

After performing these malicious tasks, Adam finally runs the following command on the Linux command box before
disconnecting,

for ((1= 0;i<11;t++)); do

dd if=/dev/random of=/dev/hda && dd if=/dev/zero of=/dev/hda done

Which of the following actions does Adam want to perform by the above command?

A. Infecting the hard disk with polymorphic virus strings.

B. Wiping the contents of the hard disk with zeros.

C. Deleting all log files present on the system.

D. Making a bit stream copy of the entire hard disk for later download.

H
R

: B

R #210
You enter the following URL on your Web browser:
http//www.we-are-secure.conyscripts/..%oco%oaf../..%c0%



af../windows/system32/cmd.exe?/c+dir+c:\
What kind of attack are you performing?

F
=

A. URL obfuscating
B. Directory traversal
C. Session hijacking
D. Replay

: B
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