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HEE #185

A DevOps engineer is supporting early-stage development for a developer platform running on Amazon EKS.

Recently, the platform has experienced an increased rate of container restart failures. The DevOps engineer wants diagnostic
mformation to isolate and resolve issues.

‘Which solution will meet this requirement?

A. Configure CloudWatch dashboards using default EKS service metrics.
B. Configure AWS CloudTrail for the EKS cluster.

C. Configure Amazon CloudWatch Container Insights for the EKS cluster by enabling the CloudWatch Observability add-
on.

¢ D. Configure CloudTrail Insights for the EKS cluster.
qY: C
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Comprehensive & Detailed Explanation (150-250 words):

Container restart failures require detailed observability into pod-level, node-level, and container-level metrics and logs. CloudWatch
Container Insights is purpose-built for Kubernetes operational diagnostics and provides granular visibility into CPU, memory,
network /O, disk I/O, container restarts, OOM kills, throttling, pod lifecycle issues, and Kubernetes control plane behaviors.

The CloudWatch Observability add-on deploys Fluent Bit and the CloudWatch Agent directly into the EKS cluster as DaemonSets.
These components automatically collect:

Container logs

Pod metrics

Node metrics

Cluster events

OOM errors

CrashLoopBackOff restart cycles

Control plane request anomalies

With this data, the DevOps engineer can easily identify misconfigurations, resource bottlenecks, unhealthy nodes, failing containers,
or image pull issues.

Option A (dashboards only) lacks per-container diagnostic data.

Option B (CloudTrail) only logs API calls - not useful for restart debugging,

Option C (CloudTrail Insights) only detects anomalous API usage, not container failures.

Therefore, CloudWatch Container Insights is the correct and AWS-recommended solution for diagnosing container restart failures in
EKS.

EHE #186

A company is building a web and mobile application that uses a serverless architecture powered by AWS Lambda and Amazon
API Gateway The company wants to fully automate the backend Lambda deployment based on code that is pushed to the
appropriate environment branch in an AWS CodeCommit repository The deployment must have the following:

* Separate environment pipelines for testing and production

* Automatic deployment that occurs for test environments only

Which steps should be taken to meet these requirements'?

e A Create two AWS CodePipeline configurations for test and production environments Configure the production pipeline to
have a manual approval step. Create one CodeCommit repository with a branch for each environment Set up each
CodePipeline to retrieve the source code from the appropriate branch in the repository. Set up the deployment step to deploy
the Lambda functions with AWS CloudFormation

¢ B. Configure a new AWS CodePipelme service Create a CodeCommit repository for each environment Set up CodePipeline
to retrieve the source code from the appropriate repository Set up the deployment step to deploy the Lambda finctions with
AWS CloudFormation.

e C. Create an AWS CodeBuild configuration for test and production environments Configure the production pipeline to have a
manual approval step. Create one CodeCommit repository with a branch for each environment Push the Lambda function
code to an Amazon S3 bucket Set up the deployment step to deploy the Lambda finctions from the S3 bucket.

e D. Create two AWS CodePipeline configurations for test and production environments Configure the production pipeline to
have a manual approval step Create a CodeCommit repository for each environment Set up each CodePipeline to retrieve the
source code from the appropriate repository Set up the deployment step to deploy the Lambda functions with AWS
CloudFormation.

HE: A

Y.

The correct approach to meet the requirements for separate environment pipelines and automatic deployment for test environments
is to create two AWS CodePipeline configurations, one for each environment. The production pipeline should have a manual
approval step to ensure that changes are reviewed before being deployed to production. A single AWS CodeCommit repository
with separate branches for each environment allows for organized and efficient code management. Each CodePipelineretrieves the
source code fiom the appropriate branch in the repository. The deployment step utilizes AWS CloudFormation to deploy the
Lambda fimctions, ensuring that the infrastructure as code is maintained and version-controlled.

References:

* AWS Lambda with Amazon API Gateway: Using AWS Lambda with Amazon API Gateway

* Tutorial on using Lambda with API Gateway: Tutorial: Using Lambda with API Gateway

* AWS CodePipeline automatic deployment: Set Up a Continuous Deployment Pipeline Using AWS CodePipeline

* Building a pipeline for test and production stacks: Walkthrough: Building a pipeline for test and production stacks



HAE #187

A company has a guideline that every Amazon EC2 instance must be launched from an AMI that the company's security team
produces Every month the security team sends an email message with the latest approved AMIs to all the development tearrs.

The development teams use AWS CloudFormation to deploy their applications. When developers launch a new service they have to
search their email for the latest AMIs that the security department sent. A DevOps engineer wants to automate the process that the
security team uses to provide the AMI IDs to the development tearrs.

What is the MOST scalable solution that meets these requirements?

¢ A Direct the security team to use a CloudFormation stack to create an AWS CodePipeline pipeline that builds new AMIs
and places the latest AMI ARNs in an encrypted Amazon S3 object as part of the pipeline output Instruct the developers to
use a cross-stack reference within their own CloudFormation template to obtain the S3 object location and the most recent
AMI ARNS.

¢ B. Direct the security team to use CloudFormation to create new versions of the AMIs and to list! the AMI ARNS in an
encrypted Amazon S3 object as part of the stack's Outputs Section Instruct the developers to use a cross-stack reference to
load the encrypted S3 object and obtain the most recent AMI ARNs.

e C. Direct the security team to use Amazon EC2 Image Builder to create new AMIs and to create an Amazon Simple
Notification Service (Amazon SNS) topic so that every development team can receive notifications. When the development
tearrs receive a notification instruct them to write an AWS Lambda function that will update their CloudFormation stack with
the most recent AMI ARNSs.

¢ D. Direct the security team to use Amazon EC2 Image Builder to create new AMIs and to place the AMI ARNSs as
parameters in AWS Systems Manager Parameter Store Instruct the developers to specify a parameter of type SSM in their
CloudFormation stack to obtain the most recent AMI ARNs from Parameter Store.

Hg: D

HE:
https://docs.aws.amazon.cony AWSCloudFormation/latest/UserGuide/dynamic-references. html

EE #188

A company runs an application in an Auto Scaling group of Amazon EC2 instances behind an Application Load Balancer (ALB).
The EC2 mstances run Docker containers that make requests to a MySQL database that runs on separate EC2 instances. A
DevOps engineer needs to update the application to use a serverless architecture. Which solution will meet this requirement with the

FEWEST changes?

e A Replace the containers that run on EC2 instances and the ALB with AWS Lambda finctions. Replace the MySQL
database with Amazon DynamoDB tables.

e B. Replace the containers that run on EC2 instances with AWS Fargate. Replace the MySQL database with an Amazon
Aurora Serverless v2 database that is compatible with MySQL.

e C. Replace the containers that run on EC2 instances and the ALB with AWS Lambda finctions. Replace the MySQL
database with an Amazon Aurora Serverless v2 database that is compatible with MySQL.

¢ D. Replace the containers that run on EC2 instances with AWS Fargate. Replace the MySQL database with Amazon

DynamoDB tables.
HE: B

EE #189

A company has an AWS CodeDeploy application. The application has a deployment group that uses a single tag group to identify
mnstances for the deployment of Application A. The single tag group configuration identifies instances that have
Environment=Production and Name=ApplicattonA tags for the deployment of ApplicationA.

The company launches an additional Amazon EC2 instance with Department=Marketing Environment
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