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Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, finctionality, and its primary use cases. It also covers how PingAccess
mtegrates with other Ping products to support secure access management solutions.

fEYy 72

Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess
integrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
includes the use of agents and securing web, API, and combined applications through appropriate

integration settings.

ey 73

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

bEY 74

Security: This section of the exam measures skills of Security Admmistrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

fEYZ5

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of nstalling or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.
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ER #39
What is the purpose of PingAccess processing rules?

A. To allow for more detailed auditing

B. To modify web traffic in real time

C. To collect data for offline processing

D. To override upstream access control decisions

Ef@E: B

AR :

Processing Rulesin PingAccess apply transformations to HTTP traffic (requests or responses) in real time, such as modifying
headers, handling CORS, or rewriting cookies.

Exact Extract:

"Processing rules allow PingAccess to modify HTTP requests and responses in real time, such as adding headers or enabling cross-
origin requests."

* Option Ais incorrect - they are not for offline data collection.

* Option Bis correct - their purpose is real-time modification of web traffic.

* Option Cis incorrect - access control rules enforce or override authorization, not processing rules.

* Option Dis incorrect - auditing is handled in log configurations, not processing rules.

ReferencePingAccess Administration Guide -Rules Overview (Processing Rules)

HH #40
How many administrators are supported using HT TP Basic Authentication in the Administrative Console?

A0
B. 1
C.2
D.3

IEf#: B

TR

When usingHTTP Basic Authentication(admin.auth=native), PingAccess only supports asingle administrative account(the default
admin user). For multiple administrators, SSO integration (e.g., OIDC) is required.

Exact Extract:

"When admin authentication is set to native (HT TP Basic), only one admnistrative user is supported. For mutltiple admins, configure
UI authentication with an OIDC provider."

* Option A (1000)is incorrect.

* Option B (1)is correct - only one basic auth admin account.

* Option C (10)andOption D (100)are incorrect.

ReferencePingAccess Admmistration Guide - Admin Authentication

HE #41
Which element in thelogdj2. xmilfile must be modified to change the log level in PingAccess?

o A AsynclLogger
e B. Logger
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¢ C. RollingFile

¢ D. Appenders
Ef&E: B
R -

In Log4j2, theLoggerelement controls the log level INFO,DEBUG,ERROR, etc.) for specific packages or classes.
Exact Extract:

"To modify logging levels, edit the<Logger>element inlog4j2.xmland change the level attribute."

* Option A (AsyncLogger)is a performance optimization, not for changing levels.

* Option B (RollingFile)defines file rotation, not log levels.

* Option C (Logger)is correct - this is where log levels are defined.

* Option D (Appenders)define output destinations, not severity levels.

Reference:PingAccess Administration Guide -Log Configuration

H #42
Which of the following is a processing rule?

A. HTTP Request Parameter
B. HTTP Request Header

C. Web Session Attribute

D. Cross-Origin Request

Ef#: D

fEEL:

PingAccess rules are categorized intoAccess Control RulesandProcessing Rules.

* Processing Rulesmodify or add to HTTP requests and responses.

* Cross-Origin Request (CORS)is specifically listed as aProcessing Rule, because it modifies response headers to support cross-
origin requests.

Exact Extract:

"Processing rules apply to HTTP traffic, such as Cross-Origin Resource Sharing (CORS), header injection, or response
modification."

* Option A (Web Session Attribute)is an access control rule.

* Option B (Cross-Origin Request)is correct - this is a processing rule.

* Option C (HTTP Request Parameter)is an access control rule.

* Option D (HTTP Request Header)is an access control rule.

Reference:PingAccess Administration Guide -Rules Overview

E#43
A company uses an internally based legacy PKI solution that does not adhere to theCertification Path Validationsection of RFC-
5280. Which configuration option needs to be enabled when creating Trusted Certificate Groups in PingAccess?

A. Validate disordered certificate chains

B. Use Java Trust Store

C. Skip Certificate Date Check

D. Deny when unable to determine revocation status

IEf#E: A

AR :

Legacy PKIs often provide certificate chains that areout of orderor non-compliant with RFC-5280 path validation. PingAccess
provides an option in Trusted Certificate Groups called Validate disordered certificate chainsto allow chaining even if the order is not
RFC-5280 compliant.

Exact Extract:

"EnableValidate disordered certificate chainswhen the certificate chain is not in RFC-5280 compliant order but should still be
accepted."

* Option Ais incorrect; using the Java trust store is unrelated to PKI ordering.

* Option Bis correct - this setting allows PingAccess to process disordered certificate chains.



* Option Cis incorrect; date checks are unrelated to RFC-5280 path ordering,
* Option Dis incorrect; revocation status handling does not address legacy PKI ordering issues.
Reference:PingAccess Administration Guide - Trusted Certificate Groups
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