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%] &l GIAC Certification GCIL 2 M ZE2A| (Q101-Q106):

HAE #101
‘Which security control is most effective at preventing credential stuffing attacks?
Response:

A. Role-based access control (RBAC)

B. Using multi-factor authentication (MFA)

C. Implementing strong password policies

D. Deploying Web Application Firewalls (WAF)
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AE #102

An organization detects multiple failed login attempts on a cloud-based customer portal. Further investigation reveals that a large
number of login attempts originated from an automated botnet using previously leaked credentials. What should be the first step in
mitigating the attack?

Response:

A. Require all users to change their passwords immediately

B. Block IP addresses associated with suspicious login attempts

C. Implement CAPTCHA or bot mitigation solutions on the login page
D. Enable multi-factor authentication (MFA) for all accounts
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EE #103
Why is incident tracking important in cybersecurity?
Response:

A. Tt ensures that incidents are resolved efficiently and properly documented
B. It helps companies avoid paying for security tools

C. It allows companies to blame individuals for security failures

D. It removes the need for security teams
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EZ #104

Which of'the following are key elements of an incident response playbook?
(Select two.)

Response:

A. A list of previous incidents with outcomes

B. Contact information for law enforcement agencies
C. Clear contanment, eradication, and recovery steps
D. Defined escalation procedures
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EE #105

‘Which tools can assist in improving incident management effectiveness?
(Select two.)

Response:

e A Incident tracking and ticketing systems
¢ B. Social media monitoring tools



¢ C. Cloud-based HR management platforns
¢ D. Security Information and Event Management (SIEM) systerns
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