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Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q72-Q77):
NEW QUESTION # 72 
Refer to the exhibit.
An HTTPS access proxy is configured to demonstrate its function as a reverse proxy on behalf of the web server it is protecting. It
verifies user identity, device identity, and trust context, before granting access to the protected source. It is assumed that the
FortiGate EMS fabric connector has already been successfully connected.
You need to ensure that ZTNA access through the FortiGate will redirect users to the FortiAuthenticator to perform
username/password and multifactor authentication to validate access prior to accessing resources behind the FortiGate.
In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)

A. Create a firewall rule that allows access from the remote endpoint to the resources behind the FortiGate.
B. Create a SAML user/server object referring to the FortiAuthenticator.
C. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.
D. Create an authentication scheme with the "method" as SAML.

Answer: B,D
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NEW QUESTION # 73 
Refer to the exhibits.
The exhibits show a diagram of a requested topology and the base IPsec configuration.
A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single IP
address on DC FortiGate.
In this scenario, which feature should be implemented to achieve this requirement?

A. Change advpn2 to IKEv1
B. Use network-overlay id
C. Use peer-id
D. Use local-id

Answer: B

Explanation:
A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single IP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: https://docs.
fortinet.com/document/fortigate/7.4.0/administration-guide/978793/advpn https://docs.fortinet.com/document
/fortigate/7.4.0/administration-guide/978793/advpn/978794/configuring-advpn
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Use-case-of-Network-Ids-with-ADVPN-shortcut
/ta-p/241025

NEW QUESTION # 74 
Refer to the exhibit, which shows diagnostic output.
A customer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not corresponding to the SD-WAN setup.
What is the problem in this scenario?

A. Route for the destination IP is missing in the routing table.
B. SD-WAN Rule is matching only DNS traffic.
C. Traffic is matched by policy route.
D. Port1 is used because it has more available bandwidth.

Answer: C

NEW QUESTION # 75 
Refer to the exhibit.
You have deployed a security fabric with three FortiGate devices as shown in the exhibit. FGT_2 has the following configuration:
FGT_1 and FGT_3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

A. Objects from the root FortiGate will only be synchronized to FGT__2.
B. Objects from the root FortiGate will not be synchronized to any downstream FortiGate.
C. Objects from the root FortiGate will only be synchronized to FGT_3.
D. Objects from the FortiGate FGT_2 will be synchronized to the upstream FortiGate.

Answer: D

Explanation:
The security fabric shown in the exhibit consists of three FortiGate devices connected in a hierarchical topology, where FGT_1 is the
root device, FGT_2 is a downstream device, and FGT_3 is a downstream device of FGT_2. FGT_2 has a configuration setting that
enables fabric-object synchronization for all objects except firewall policies and firewall policy packages (set sync-fabric-objects
enable). Fabric-object synchronization is a feature that allows downstream devices to synchronize their objects (such as addresses,
services, schedules, etc.) with their upstream devices in a security fabric. This simplifies object management and ensures consistency
across devices. Therefore, in this case, objects from FGT_2 will be synchronized to FGT_1 (the upstream device), but not to
FGT_3 (the downstream device). Objects from FGT_1 will not be synchronized to any downstream device because the default
setting for fabric-object synchronization is disabled. Objects from FGT_3 will not be synchronized to any device because it does not
have fabric-object synchronization enabled. Reference: https://docs.fortinet.com/document/fortigate/7.0.0/administration-
guide/19662/fabric-object-synchronization



NEW QUESTION # 76 
SD-WAN is configured on a FortiGate. You notice that when one of the internet links has high latency the time to resolve names
using DNS from FortiGate is very high.
You must ensure that the FortiGate DNS resolution times are as low as possible with the least amount of work.
What should you configure?

A. Configure local out traffic to use the outgoing interface based on SD-WAN rules with the interface IP and configure an
SD-WAN rule to the DNS server.
B. Configure two DNS servers and use DNS servers recommended by the two internet providers.
C. Configure local out traffic to use the outgoing interface based on SD-WAN rules with a manual defined IP associated to a
loopback interface and configure an SD-WAN rule from the loopback to the DNS server.
D. Configure an SD-WAN rule to the DNS server and use the FortiGate interface IPs in the source address.

Answer: A

Explanation:
SD-WAN is a feature that allows users to optimize network performance and reliability by using multiple WAN links and applying
rules based on various criteria, such as latency, jitter, packet loss, etc. One way to ensure that the FortiGate DNS resolution times
are as low as possible with the least amount of work is to configure local out traffic to use the outgoing interface based on SD-WAN
rules with the interface IP and configure an SD-WAN rule to the DNS server. This means that the FortiGate will use the best WAN
link available to send DNS queries to the DNS server according to the SD-WAN rule, and use its own interface IP as the source
address. This avoids NAT issues and ensures optimal DNS performance. Reference:
https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan/19662/sd-wan

NEW QUESTION # 77
......
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