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B #77
A SOC leadership team wants to demonstrate the business value of mvesting in Cisco-based threat hunting capabilities. Which
outcome BEST demonstrates that value?

A. Growth in threat intelligence subscriptions

B. Reduction in false positives across the SOC

C. Earlier detection of attacks before data exfiltration
D. Increase in alerts generated by security tools

Ef#: C
fEEL:

The correct answer isearlier detection of attacks before data exfiltration. This outcome directly translates to reduced business
impact, which is the ultimate goal of threat hunting.

Alert volume (Option A) and false-positive reduction (Option B) measure operational efficiency, not security effectiveness. Option D
measures spending, not outcomes.

Early detection:

* Reduces dwell time

* Prevents data loss

* Limits operational disruption

* Increases attacker cost

Cisco'sCBRTHD blueprintemphasizes outcome-driven security metrics, with early detection being one of the strongest indicators of
threat hunting maturity.

Therefore,Option Cis the correct and executive-level answer.

H#78
Which of the following types of analysis is commonly used to track financial transactions and money flow in threat actor attribution?

e A Financial analysis
¢ B. Emergency response analysis
e C. Forensic analysis
e D. Linguistic analysis

EfE: A

R #79
‘When conducting threat actor attribution, what type of analysis is used to determine the geographic location of the attacker?
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Ef#:

A. Social media analysis

B. Geographical information system (GIS) analysis
C. Malware analysis

D. Linguistic analysis

B

HM #80
Which threat hunting technique involves creating custom YARA rules to detect specific malware families?

H
R

A. Network traffic analysis
B. Threat intelligence sharing
C. Log analysis

D. Signature-based detection

: D

HM #81
Which of the following is NOT a common data source used in threat hunting?

Ef#:

A. Network logs

B. Endpoint logs

C. Customer feedback
D. Firewall logs

C

B #82
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