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295. Frage
Which of the following would an adversary do while conducting an evil twin attack?

A. Manipulate address resolution to point devices to a malicious endpoint

B. Capture data in transit between two legitimate endpoints to steal data

C. Present an identical MAC to gain unauthorized access to network resources

D. Trick users into using an AP with an SSID that is identical to a legitimate network

Antwort: D

Begrindung;

An evil twin attack sets up a rogue AP with the same SSID as a legitimate wireless network, tricking users into connecting, Once
connected, the attacker can intercept traffic or harvest credentials.

B). Describes ARP spoofing,

C). Describes MAC spoofing.

D). Describes on-path attacks, which may follow, but the evil twin method begins with SSID impersonation.

References (CompTIA Network+ N10-009):

Domain: Network Security - Wireless threats, rogue APs, evil twin.

296. Frage
A network administrator wants to configure a backup route in case the primary route fails. A dynamic routing protocol is not
installed on the router. Which of the following routing features should the administrator choose to accomplish this task?

A. Neighbor adjacency
B. Hop count

C. Admnistrative distance
D. Link state flooding

Antwort: C

Begrindung;

* Introduction to Administrative Distance

* Administrative distance (AD) is a value used by routers to rank routes from different routing protocols. AD represents the
trustworthiness of the source of the route. Lower AD values are more preferred. If a router has multiple routes to a destination from
different sources, it will choose the route with the lowest AD.

* Static Routes and Backup Routes

* When a dynamic routing protocol is not used, static routes can be employed. Static routes are manually configured routes. To
ensure a backup route, multiple static routes to the same destination can be configured with different AD values.

* Configuring Static Routes with Administrative Distance

* The primary route is configured with a lower AD value, making it the preferred route. The backup route is configured with a higher
AD value. In the event of the primary route failure, the router will then use the backup route.

* Example Configuration:

plaintext

Copy code

ip route 192.168.1.0 255.255.255.0 10.0.0.1 1

ip route 192.168.1.0 255.255.255.0 10.0.0.2 10

* In the above exanple, 192.168.1.0/24 is the destination network.

*10.0.0.1 is the next-hop IP address for the primary route with an AD of 1.

*10.0.0.2 is the next-hop IP address for the backup route with an AD of 10.

* Vertfication:

* After configuration, use the show ip route command to verify that the primary route is in use and the backup route is listed as a
candidate for use if the primary route fails.



297. Frage

Users are unable to access files on their department share located on flle_server 2. The network administrator has been tasked with
validating routing between networks hosting workstation A and file server 2.

INSTRUCTIONS

Click on each router to review output, identity any Issues, and configure the appropriate solution If at any time you would like to
bring back the initial state of trie simulation, please click the reset All button;

Antwort:

Begrindung;

See the solution configuration below in Explanation.

Explanation:

A screenshot of a computer Al-generated content may be incorrect.
A screenshot of a computer Al-generated content may be incorrect.
A screenshot of a computer Al-generated content may be incorrect.

298. Frage
A company experiences an incident involving a user who connects an unmanaged switch to the network. Which of the following
technologies should the company implement to help avoid similar incidents without conducting an asset inventory?

A. 802.1X

B. Screened subnet
C. MAC filtering
D. Port security

Antwort: D

Begrindung;

Port security is a Layer 2 security feature that restricts the number of devices connecting to a network switch port. It helps prevent
unauthorized devices, such as an unmanaged switch, from being connected to the network.

How Port Security Works:

Limits the number of MAC addresses that can connect to a port.

Can shut down or restrict the port if an unauthorized device is detected.

Prevents users from plugging in unauthorized networking equipment (e.g., unmanaged switches, hubs).

Incorrect Options:

A . Screened Subnet: A screened subnet (DMZ) is used for isolating external-facing servers, not for controlling unauthorized
network connections.

B. 802.1X: Provides authentication for devices but requires a RADIUS server, which is a more complex solution than port security.
C . MAC Filtering: Controls which MAC addresses can connect but is difficult to manage and can be spoofed.

Reference:

CompTIA Network+ N10-009 Official Study Guide - Chapter on Network Security Controls

299, Frage
A network administrator is setting up a firewall to protect the organization's network from external threats.
Which of the following should the administrator consider first when configuring the firewall?

A. VPN access

B. Required ports, protocols, and services

C. Outbound access originating from customer-facing servers
D. Inclusion of a deny all rule

Antwort: B

Begriindung;

‘When configuring a firewall, the first step is identifying which ports, protocols, and services are required for normal business
operations. This ensures only legitimate traffic is allowed. After establishing the required rules, a default deny rule is added for
security.

B). Deny all rule is important, but it should come after defining required rules.



C). VPN access is a service to configure, but only after determining baseline needs.
D). Outbound traffic policies are part of refinement, not the first consideration.
References (CompTIA Network+ N10-009):

Domain: Network Security - Firewall configuration, rule order, least privilege.
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