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E M #336
An enterprise incurred penalties for noncompliance with privacy regulations. Which of the following is MOST important to ensure
appropriate ownership of access controls to address this deficiency?
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¢ A. Authenticating access to information assets based on roles or business rules
¢ B. Engaging an audit of logical access controls and related security policies

¢ C. Implementing multi- factor authentication controls

¢ D. Granting access to information based on information architecture

Ef#: D

fEE N -

The most important thing to ensure appropriate ownership of access controls to address the deficiency of noncompliance with
privacy regulations is to grant access to information based on information architecture.

Information architecture is the design and organization of information and data in a way that supports the business objectives,
processes, and requirements. Information architecture can help define the ownership, classification, and protection of information
assets, as well as the roles, responsibilities, and rules for accessing and managing them. By granting access to information based on
information architecture, the enterprise can ensure that only authorized and legitimate users can access the information that they need,
and that the information is handled in accordance with the privacy regulations and policies. According to 1, access control is an
essential element of security that determines who is allowed to access certain data, apps, and resources-and in what circumstances.
According to 2, a privacy management framework provides steps to meet the ongoing compliance obligations under privacy
principles, such as establishing robust and effective privacy practices, procedures and systemns.

The other options are not the most important things to ensure appropriate ownership of access controls to address the deficiency of
noncompliance with privacy regulations. Engaging an audit of logical access controls and related security policies is a step that may
be done after grantingaccess to information based on information architecture, as it involves verifying and testing the effectiveness
and compliance of the access controls and policies. Implementing multi-factor authentication controls is a step that may be done after
granting access to information based on information architecture, as it involves enhancing the security and verification of the user
identity and credentials. Authenticating access to information assets based on roles or business rules is a step that may be done after
granting access to information based on information architecture, as it involves implementing a specific type of access control
mechanism that assigns permissions and restrictions based on predefined roles or business rules.

B #337
To ensure that information can be traced to the originating event and accountable parties, an enterprise should FIRST:

A. improve business process controls.

B. review information event logs tor potential incidents.
C. review retention requirements for source information.
D. capture source information and supporting evidence.
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A CEO determines the enterprise is lagging behind its competitors in consumer mobile offerings, and mandates an aggressive rollout
of several new mobile services within the next 12 months. To ensure the IT organization is capable of supporting this business
objective, what should the CIO do FIRST?

A. Request an assessment of current in-house mobile technology skills.

B. Create a sense of urgency with the IT team that mobile knowledge is mandatory.
C. Procure contractors with experience in mobile application development.

D. Task direct reports with creating training plans for their teams.
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Which of the following would BEST enable business innovation through I'T?

A. Adoption of a standardized business development life cycle
B. IT participation in business strategy development

C. Business participation in IT strategy development

D. Outsourcing of IT to a strategic business partner

A
B

: B
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Business innovation is the process of creating new or improved products, services, processes, or business models that create value
for the organization and its customers. IT can enable business innovation by providing the tools, platforms, data, and capabilities that
support the generation, implementation, and diffision of innovative ideas. However, IT alone cannot drive business innovation; it
requires a close collaboration and alignment between IT and business. Therefore, IT participation in business strategy development is
the best way to enable business innovation through IT, because it can help to ensure that IT understands the business goals and
needs, that IT contributes to the identification and evaluation of opportunities and challenges, that IT provides feasible and effective
solutions and recommendations, and that IT supports the execution and monitoring of the innovation initiatives123. : How to Drive
Business Innovation Through IT. How to Enable Business Innovation with IT. Business Innovation: What It Is and How to Achieve
It.
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A large enterprise has been experiencing high turnover of skilled IT personnel, resulting in a significant loss of knowledge within the
IT department. Which of the following is the BEST governance action to address this concern?

A. Revise IT strategic objectives.

B. Mandate the use of employee contracts.

C. Update IT employee compensation packages.
D. Update the IT resource management plan.
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