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NEW QUESTION # 20
‘Which statement about deploying VMs in a gateway subnet is true?
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A. VM can be deployed in a gateway subnet only after you deploy the VPN Gateway
B. VM are automatically deployed in a gateway subnet

C. VMs are required in a gateway subnet

D. VM are not allowed in a gateway subnet

Answer: D

Explanation:

Azire does not allow the deployment of virtual machines (VM) in a gateway subnet. The gateway subnet is specifically reserved
forAzire VPN Gateway or ExpressRoute Gateway instances, and deploying other resources in it can causegateway deployment or
operation failures.

NEW QUESTION # 21
In Microsoft Entra ID, what is the primary administrative unit that represents an organization and its relationship with Microsoft's
cloud services?

A. Microsoft Entra subscription
B. Microsoft Entra tenant

C. Microsoft Entra domain

D. Microsoft Entra organization

Answer: B

Explanation:

AMiicrosoft Entra tenantis theprimary administrative unitthat represents an organization within Microsoft' s identity platform. It defines
theboundary for identity management, access control, and resource governance, and serves as the core entity that connects the
organization to Microsoft's cloud services such as Azure and Microsoft 365.

NEW QUESTION # 22
Refer to the exhibit.
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Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

Which FortiWeb operation mode can you implement for this scenario?

A. Transparent inspection
B. Passive monitoring

C. True transparent proxy
D. Reverse proxy

Answer: D

Explanation:

TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, termnating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.



NEW QUESTION # 23
Refer to the exhibits, which show the outputs of two commands taken on a Windows VM running in Azure.

IP address configuration

C:\windows\system32>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific ONS Suffix . : 12htgkvlwy3elkwr2zeco.cloudapp.net
Link-local IPv6 Address . . . . . : feB@::51f1:1bed:a33b:d868%2

IPva Address. . . . .......5%3300.1.4 FF="=RTINET
Subnet Mask . « ¢« « ¢« ¢« ¢« ¢ ¥ L4"255,.255.255.6
Default Gateway . . , ¢ &' COO% . ¢ 10.0.1.1

Ll

Trace output

C:\windows\system32>tracert 10.0.2.4

Tracing route to 10.©.2.4 over a maximum of 30 hops
1 <1 ms <1 ms <l ms 10.0.2.4

Trace complete.

Which statement is true about the device with the IP address 10.0.2.4?

e A ltis provided by Azure for routing traffic among subnets
¢ B. It is reachable through FortiGate in transparent mode

e C. Itis onthe same VNET as the Windows VM

e D. It is on the same subnet as the Windows VM

Answer: C

Explanation:

Thetrace output shows only one hopto reach10.0.2.4, indicating that the destination isin the same Azure virtual network (VNet)as
the Windows VM. Since the VM's IP is10.0.1.4and the destination is10.0.2.4, they are indifferent subnets, but Azure allowsdirect
routing between subnets within the same VNetwithout additional hops.

NEW QUESTION # 24
You deployed a FortiGate active-active with ELB/ILB solution using the tenplate from Azure Marketplace.
What is the purpose of the nbound NAT rules configured in the external load balancer in this deployment?

A. To filter nbound traffic before it reaches the FortiGate instances
B. To allow administrative access to the FortiGate VMs

C. To load balance the incoming traffic between both FortiGate VMs
D. To forward the health probes to both FortiGate VMs

Answer: B

Explanation:

In anactive-active FortiGate ELB/ILB deployment, theinbound NAT rulesconfigured on theexternal load balancerare used toallow
administrative access (e.g., HTTPS, SSH)to the individual FortiGate VM. Since the public IP is associated with the load balancer,
NAT rules are required tomap specific ports to backend FortiGate instancesfor management access.



NEW QUESTION # 25
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