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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Framework Design: Framework design is the process of developing a reusable structural foundation that
supports and guides the creation and organization of software systems.

Topic 2
Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
strategies to reduce or control the impact of potential uncertainties on organizational goals.

Topic 3
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

Topic 4
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
assurance and inner strength.

Topic 5
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.

Topic 6
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.

Topic 7
Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q36-Q41):
NEW QUESTION # 36 
Which of the following statements about the differences between an internal audit and a certification audit is true?
An internal audit is conducted at planned intervals and a certification audit is conducted annually An internal audit is known as a 1st
party audit and a certification audit is known as a 3rd party audit

A. Only 1 is true
B. Neither 1 or 2 is true
C. Both 1 and 2 are true
D. Only 2 is true

Answer: D

Explanation:
ISO/IEC 27001 Clause 9.2 requires internal audits to be conducted at planned intervals, but it does not specify an annual frequency.
Certification audits, under ISO/IEC 17021 rules, typically occur on a 3-year cycle with annual surveillance, not strictly "annually."
This makes statement 1 inaccurate.
Audit types are defined in ISO/IEC 19011:
First-party audits: conducted internally by or on behalf of the organization (internal audits).
Third-party audits: conducted by independent external certification bodies.
Thus, statement 2 is correct. Therefore, the accurate choice is B: Only 2 is true.

NEW QUESTION # 37 
Identify the missing word(s) in the following control relating to the Policies for information security control.
"Information security policy and topic-specific policies should be defined, approved by management, [ ? ] and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."

https://www.vce4dumps.com/ISO-IEC-27001-Foundation-valid-torrent.html


A. communicated to
B. established and maintained
C. published, communicated to
D. published

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.1 (Policies for information security) states:
"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirms that the missing words are"published, communicated to."The control emphasizes not just defining and
approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but incomplete.
Thus, the correct answer isC.

NEW QUESTION # 38 
Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Ensuring information security objectives are established
B. Communicating feedback from interested parties to the organization
C. Producing a risk assessment report
D. Implementing the actions from internal audits

Answer: A

Explanation:
Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:
* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"
* "ensuring the integration of the ISMS requirements into the organization's processes;"
* "ensuring that the resources needed for the ISMS are available;"
Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 39 
Identify the missing word(s) in the following sentence.
When planning the ISMS, the organization is specifically required to plan actions to address risks and opportunities and how to [ ? ]
these actions.

A. apply competent resources to
B. communicate
C. improve the effectiveness of
D. evaluate the effectiveness of

Answer: D

Explanation:
Clause 6.1.1 (Planning) states:
"The organization shall plan:
d) actions to address these risks and opportunities; and
e) how to:
* integrate and implement the actions into its ISMS processes; and
* evaluate the effectiveness of these actions."
This confirms the missing words are"evaluate the effectiveness of". Communication (A), applying resources (B), and improving



effectiveness (C) are important concepts elsewhere but not the direct requirement stated in this clause.

NEW QUESTION # 40 
Which statement describes Annex A of ISO/IEC 27001?

A. Provides measures to determine risk treatment effectiveness
B. Provides a reference list of information security controls and their requirements
C. Defines the criteria for accepting risks
D. Defines a mandatory list of controls that shall be implemented

Answer: B

Explanation:
Annex A of ISO/IEC 27001:2022 is titled:
"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.
The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (eliminating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).
Thus, Annex A is best described as areference list of information security controls. Correct answer:B.

NEW QUESTION # 41
......
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