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You are evaluating a protocol capture file in Wireshark. The following filter is applied:
wlan_radio.1lac.bandwidth - - 4

What kind of frames are displayed?

A. Only frames supporting 4 radio chains
B. Only frames supporting 4 spatial streams
C. Only 80 MHz frames

D. Only 40 MHz frames
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You are troubleshooting problens with DHCP in relation to lightweight APs. They vendor class identifier (VCI) is not specified in
the DHCP server. When you contact vendor support, they inform you that it is not necessary.

When is this information true?

A. When only one AP exists on the subnet

B. When only one client option 43 value is required

C. When only one client option 60 value is required

D. When the DHCP server is directly connected to the subnet

ZX: B

BB -

The DHCP server should be configured to provide the IP address information to the APs, but it may also be required to pass
mformation for option 43. Option 43 is a vendor information option and can be used for any vendor purpose. The vendor class
identifier (VCI) (for example, "Cisco AP ¢3600") is used with option 60 to determine the appropriate information to return with
option 43.
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Which one of the following statements is not true concerning DTIMs?

A. Buffered Broadcast and Multicast traffic will be transmitted following a DTIM

B. DTIM stands for Delivery Traffic Indication Map

C. Every Beacon frame nust contain a DTIM

D. The DTIM interval can dictate when an STA will wake up to listen to beacon frames
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Every Beacon frame must contain a DTIM is not a true statement concerning DTIMs. DTIM stands for Delivery Traffic Indication
Message, and it is a subfield within the TIM (Traffic Indication Map) element in a Beacon frame. The DTIM indicates how many
Beacon frames (including the current one) will appear before the next DTIM. For example, if the DTIM interval is set to 3, it means
that every third Beacon frame will contain a DTIM. Buffered broadcast and multicast traffic will be transmitted following a DTIM, so
that STAs in power save mode can wake up and receive them. The DTIM interval can also dictate when an STA will wake up to
listen to Beacon frames, as some STAs may choose to only listen to Beacon frames that contain a DTIM . References: CWAP-
405Certified Wireless Analysis Professional Study and Reference Guide, Chapter

6: MAC Sublayer Frame Exchanges, page 200; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 201.
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After performing a protocol analysis capture on channel 36 you are looking at the radio tap header of a data frame and notice the
frame was transmitted at MCS 0 on one spatial stream. At what data rate was the PHY Header for this frame transmitted?

e A. 6.5 Mbps
e B. 6 Mbps
e C.2Mbps



e D. 1 Mbps
EX: B
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On channel 36 (5 GHz band), the PHY header is always transmitted using one of the basic OFDM rates to ensure all devices can
decode it. For 802.11a/n/ac in 5 GHz, the PHY header is sent at 6 Mbps, regardless of the MCS rate used for the data portion of
the frame.
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ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen an overlay WIPS solution with
Wi-Fi sensors that use dipole antennas to perform this task. No other sensors are included. Use your knowledge of location tracking
techniques to answer the question.

‘Which one of the following location methods is not available in the described system?

A. Time Difference of Arrival (TDoA)
B. Trilateration of RSSI measurements

C. RF Fingerprinting
D. GPS Positioning
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