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NEW QUESTION # 378 
An engineer must ensure that Cisco ACI flushes the appropriate endpoints when a topology change notification message is received
in an MST domain.
Which three steps are required to accomplish this goal? (Choose three.)

A. Create a new region policy under the spanning tree policy.
B. Bind the spanning tree policy to the switch policy group.
C. Configure a new STP interface policy.
D. Map VLAN range to MAT instance number.
E. Associate the STP interface policy to the appropriate interface policy group.
F. Enable the BPDU interface controls under the spanning tree interface policy.

Answer: A,B,D

Explanation:
Create a new region policy under the spanning tree policy.
Map VLAN range to MST instance number.
Bind the spanning tree policy to the switch policy group.
These steps allow the ACI system to understand MST BPDUs. ACI can now flush the appropriate endpoints when a TCN message
is received in an MST domain.

NEW QUESTION # 379 
Which protocol is used in the Cisco ACI fabric for automatic discovery?

A. COOP
B. IS-IS
C. LLDP
D. CFS

Answer: C

NEW QUESTION # 380 
What happens to the traffic flow when the Cisco ACI fabric has a stale endpoint entry for the destination endpoint?

A. The leaf switch sends the traffic to the wrong destination leaf.
B. The leaf switch does not learn the source endpoint through data plane learning.
C. The leaf switch floods the traffic to the endpoint throughout the fabric.
D. The leaf switch drops the traffic that is destined to the endpoint.

Answer: D

Explanation:
Reference:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/BRKACI-2641.pdf

NEW QUESTION # 381 
Which method does the Cisco ACI fabric use to load-balance multidestination traffic?

A. spanning trees
B. PIM routing
C. forwarding tag trees
D. shortest-path trees

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/aci-fundamentals/b_ACI-Fundamentals/b_ACI-
Fundamentals_chapter_010010.html



NEW QUESTION # 382 
An engineer is implementing an out-of-band (OOB) management access for the Cisco ACI fabric. The secure access must meet
these requirements:
* Only GUI and secure shell must be allowed to access the management interfaces of the ACIs.
* The only IP ranges that must be permitted to connect the fabric will be 10.10.10.0724 and 192.168.15.0/24.
Which configuration set meets these requirements?

A. Create an out-of-band EPG in the common tenant. Associate the external network instance profile with the OOB contract.
B. Set up static IPs on the management interfaces from the required IP range. Add the required subnets to the external
network instance profile.
C. Create an out-of-band EPG in the external management entity. Associate the management profile with the OOB contract.
D. Implement HTTPS and SSH protocol filters in the OOB contract. Add the required subnets to the external network
instance profile.

Answer: D

Explanation:
The engineer is implementing out-of-band (OOB) management access for the Cisco ACI fabric with the following requirements:
Only GUI (HTTPS) and Secure Shell (SSH) must be allowed to access the management interfaces.
Only IP ranges 10.10.10.0/24 and 192.168.15.0/24 must be permitted to connect.
This requires configuring access control and restricting IP ranges for OOB management.
Requirement Analysis
OOB management in ACI is typically handled via the Management Tenant (mgmt) and an OOB contract to define allowed protocols
and sources.
The external network instance profile defines the permitted IP ranges for external access.
Option Evaluation
A . Implement HTTPS and SSH protocol filters in the OOB contract. Add the required subnets to the external network instance
profile:
An OOB contract can specify allowed protocols (HTTPS on port 443 and SSH on port 22) to restrict access to GUI and SSH
only. Adding the subnets 10.10.10.0/24 and 192.168.15.0/24 to the external network instance profile limits the source IP ranges,
meeting both requirements.
Reference:
B . Create an out-of-band EPG in the external management entity. Associate the management profile with the OOB contract:
This approach creates an EPG for OOB management, but it does not specify protocol filters (HTTPS/SSH) or IP range restrictions.
The management profile alone does not enforce these requirements.
C . Set up static IPs on the management interfaces from the required IP range. Add the required subnets to the external network
instance profile:
Assigning static IPs to management interfaces is a configuration step, but it does not enforce protocol restrictions (HTTPS/SSH) or
limit source IP ranges via a contract. This is incomplete.
D . Create an out-of-band EPG in the common tenant. Associate the external network instance profile with the OOB contract:
The common tenant can host an OOB EPG, but this option lacks explicit protocol filtering (HTTPS/SSH) and relies on the external
network instance profile, which may not fully address the GUI/SSH restriction.
Final Answer Justification
A is correct because it directly addresses both requirements: using an OOB contract to filter HTTPS and SSH protocols and adding
the specified subnets to the external network instance profile to restrict IP ranges.
Primary Cisco Reference:
Cisco APIC Management Tenant Configuration Guide, "OOB Management Access." Cisco ACI Security Guide, "Contract-Based
Access Control."
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