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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q411-Q416):
NEW QUESTION # 411 
Which of the following is the MOST effective way to ensure the endpoint devices used by remote users are compliant with an
organization's approved policies before being allowed on the network?

A. Privileged Access Management (PAM)
B. Group Policy Object (GPO)
C. Network Access Control (NAC)
D. Mobile Device Management (MDM)

Answer: C

NEW QUESTION # 412 
Which of the following is performed to determine a measure of success of a security awareness training program designed to prevent
social engineering attacks?

A. Management control of reviews
B. Employee evaluation of the training program
C. Multiple choice tests to participants
D. Internal assessment of the training program's effectiveness

Answer: D

Explanation:
Internal assessment of the training program's effectiveness is the action that is performed to determine a measure of success of a
security awareness training program designed to prevent social engineering attacks. A security awareness training program is a
program that educates and trains the employees and users of an organization on the security policies, procedures, and best practices,
and that aims to improve the security culture and behavior of the organization. A social engineering attack is an attack that exploits
the human factors, such as the emotions, trust, or curiosity, of the employees and users, and that manipulates them to perform actions
or disclose information that may compromise the security of the organization, such as clicking on a malicious link, opening an infected
attachment, or providing credentials or sensitive data. Internal assessment of the training program's effectiveness is the action that
involves measuring and evaluating the outcomes and impacts of the training program, and that compares them with the objectives and
expectations of the training program. Internal assessment of the training program's effectiveness can help to determine a measure of
success of a security awareness training program designed to prevent social engineering attacks, by providing indicators and metrics
such as:
* The level of knowledge and awareness of the employees and users on the security policies, procedures, and best practices, and on
the social engineering threats, techniques, and countermeasures.
* The level of compliance and adherence of the employees and users to the security policies, procedures, and best practices, and to
the social engineering prevention and response guidelines.
* The level of improvement and change of the security culture and behavior of the organization, and of the security posture and
resilience of the organization.
* The level of satisfaction and feedback of the employees and users on the training program, and on the security policies,
procedures, and best practices. The other options are not the actions that are performed to determine a measure of success of a
security awareness training program designed to prevent social engineering attacks, as they either do not measure or evaluate the
outcomes and impacts of the training program, or do not compare them with the objectives and expectations of the training program.
References: CISSP - Certified Information Systems Security Professional, Domain 7. Security Operations, 7.2 Understand
requirements for investigation types, 7.2.1 Conduct logging and monitoring activities, 7.2.1.3 Security awareness and training;
CISSP Exam Outline, Domain 7. Security Operations, 7.2 Understand requirements for investigation types, 7.2.1 Conduct logging
and monitoring activities, 7.2.1.3 Security awareness and training

NEW QUESTION # 413 
Who is responsible for implementing user clearances in computer-based information systems at the B3 level of the TCSEC rating?

A. Data custodians
B. Security administrators
C. Data owners



D. Operators

Answer: B

Explanation:
Security administrator functions include user-oriented activities such as setting user clearances, setting initial password, setting other
security characteristics for new users or changing security profiles for existing users. Data owners have the ultimate responsibility for
protecting data, thus determining proper user access rights to data.
Source: TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation.

NEW QUESTION # 414 
In what type of attack does an attacker try, from several encrypted messages, to figure out the key using the encryption process?

A. Ciphertext-only attack
B. Chosen-Ciphertext attack
C. Known-plaintext attack
D. Known Ciphertext attack

Answer: A

Explanation:
"Ciphertext-Only Attack In this type of attack, the attacker has the ciphertext of several messages. Each of the messages has been
encrypted using the same encryption algorithm. The attacker's goal is to discover the key that was used in the encryption process.
Once the attacker figures out the key, she can decrypt all other messages encrypted with the same key. A ciphertext-only attack is
the most common because it is very easy to get ciphertext by sniffing someone's traffic, but it is the hardest attack to actually be
successful at because the attacker has so little information about the encryption process." Pg 531 Shon Harris CISSP All-In-One
Exam Guide

NEW QUESTION # 415 
When should the public and media be informed about a disaster?

A. When any emergency occurs at the facility, internally or externally
B. Whenever site emergencies extend beyond the facility
C. When the disaster has been contained
D. When the publics health or safety is in danger

Answer: B

Explanation:
When an emergency occurs that could potentially have an impact
outside the facility, the public must be informed, regardless of
whether there is any immediate threat to public safety. The disaster
recovery plan should include determinations of the audiences that
may be affected by an emergency, and procedures to communicate
with them. Information the public will want to know could include
public safety or health concerns, the nature of the incident, the remediation effort, and future prevention steps. Common audiences
for information could include:
The media
Unions and contractors
Shareholders
Neighbors
Employees families and retirees
Since the media is such an important link to the public, disaster plans and tests must contain procedures for addressing the media and
communicating important information. A trained spokesperson should be designated, and established communications procedures
should be
prepared. Accurate and approved information should be released in a
timely manner, without speculation, blame, or obfuscation. Source:
Emergency Management Guide for Business and Industry, Federal
Emergency Management Agency, August, 1998.
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