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(Q210-Q215):

R #210
Which of'the following is the optimum first step to take when creating a Privacy Officer governance model?

A. Involve senior leadership.

B. Provide flexibility to the General Counsel Office.

C. Leverage communications and collaboration with public affairs teams.
D. Develop internal partnerships with I'T and mformation security.
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HA #211

SCENARIO

Please use the following to answer the next question:

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer. The company is
based in California but thanks to some great publicity from a social media influencer last year, the company has received an influx of
sales fromthe EU and has set up a regional office in Ireland to support this expansion. To become familiar with Ace Space's
practices and assess what her privacy priorities will be, Penny has set up meetings with a number of colleagues to hear about the
work that they have been doing and their compliance efforts.

Penny's colleague in Marketing is excited by the new sales and the company's plans, but is also concerned that Penny may curtail
some of the growth opportunities he has planned. He tells her 'T heard someone in the breakroom talking about some new privacy
laws but I really don't think it affects us. We're just a small company. I mean we just sell accessories online, so what's the real risk?"
He has also told her that he works with a number of small companies that help him get projects completed in a hurry. "We've got to
meet our deadlines otherwise we lose money. I just sign the contracts and get Jim in finance to push through the payment. Reviewing
the contracts takes time that we just don't have." In her meeting with a member of the IT team, Penny has learned that although Ace
Space has taken a number of precautions to protect its website from malicious activity, it has not taken the same level of care of its
physical files or internal infrastructure. Penny's colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell victimto a
phishing attack. Penny is told by her IT colleague that the IT team

"didn't know what to do or who should do what. We hadn't been trained on it but we're a small team though, so it worked out OK
in the end." Penny is concerned that these issues will compromise Ace Space's privacy and data protection.

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO to give the
organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.

Penny has a meeting with Ace Space's CEO today and has been asked to give her first impressions and an overview of her next
steps.

What is the best way for Penny to understand the location, classification and processing purpose of the personal data Ace Space
has?

A. Audtt all vendors' privacy practices and safeguards

B. Conduct a Privacy Impact Assessment for the company

C. Review all cloud contracts to identify the location of data servers used
D. Analyze the data inventory to map data flows

Ef#: A

HM #212

SCENARIO

Please use the following to answer the next QUESTION:

As the Director of data protection for Consolidated Records Corporation, you are justifiably pleased with your accomplishments so
far. Your hiring was precipitated by warnings from regulatory agencies following a series of relatively minor data breaches that could
easily have been worse. However, you have not had a reportable incident for the three years that you have been with the company.
In fact, you consider your program a model that others in the data storage industry may note in their own program development.
You started the program at Consolidated from a jumbled mix of policies and procedures and worked toward coherence across
departments and throughout operations. You were aided along the way by the program's sponsor, the vice president of operations,
as well as by a Privacy Team that started froma clear understanding of the need for change.

Initially, your work was greeted with little confidence or enthusiasm by the company's "old guard" among both the executive team



and frontline personnel working with data and interfacing with clients. Through the use of metrics that showed the costs not only of
the breaches that had occurred, but also projections of the costs that easily could occur given the current state of operations, you
soon had the leaders and key decision- makers largely on your side. Many of the other employees were more resistant, but face-to-
face meetings with each department and the development of a baseline privacy training program achieved sufficient "buy-in" to begin
putting the proper procedures into place.

Now, privacy protection is an accepted component of all current operations involving personal or protected data and must be part
of the end product of any process of technological development. While your approach is not systematic, it is fairly effective.

You are left contemplating;

‘What must be done to maintain the program and develop it beyond just a data breach prevention program?

How can you build on your success?

‘What are the next action steps?

‘What analytic can be used to track the financial viability of the program as it develops?

¢ A Breach impact modeling.
¢ B. Cost basis.

¢ C. Gap analysis.

¢ D. Return to investiment.

Ef#E: D
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This analytic can be used to track the financial viability of the program as it develops, as it measures the net benefit of the program
compared to its cost. It can show how much value the program adds to the organization by preventing or reducing data breaches,
fines, lawsuits, reputational damage and other potential costs.

R #213
Which of'the following is NOT a type of privacy program metric?

A. Business enablement metrics.
B. Data enhancement metrics.
C. Value creation metrics.

D. Risk-reduction metrics.

IEf#: B
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Explanation

Data enhancement metrics are not a type of privacy program metric because they do not measure the performance, value, or risk of
the privacy program. Data enhancement metrics are related to the quality, accuracy, and completeness of the data collected and
processed by the organization, which are not directly linked to the privacy program objectives. References: CIPM Body of
Knowledge, Domain II: Privacy Program Governance, Section B: Establishing a Privacy Program Framework, Subsection 2:
Privacy Program Metrics.

H #214
During a merger and acquisition, the most comprehensive review of privacy risks and gaps occurs when conducting what activity?

A. Risk identification review.

B. Transfer Impact Assessment (TIA).
C. Integration.

D. Due diligence.

IEf@E: D
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