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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q69-Q74):
NEW QUESTION # 69 
With regard to cloud-native security in layers, what is the correct order of the four C's from the top (surface) layer to the bottom
(base) layer?

A. code, container, cloud, cluster
B. container, code, cluster, cloud
C. code, container, cluster, cloud
D. container, code, cloud, cluster

Answer: C

Explanation:
Cloud-native security is the integration of security strategies into applications and systems designed to be deployed and to run in
cloud environments. It involves a layered approach that considers security at every level of the cloud-native application architecture.
The four C's of cloud-native security are123:
* Code: This layer refers to the application code and its dependencies. Security at this layer involves ensuring the code is free of
vulnerabilities, using secure coding practices, and implementing encryption, authentication, and authorization mechanisms.
* Container: This layer refers to the lightweight, isolated units that encapsulate the application and its dependencies. Security at this
layer involves scanning and verifying the container images, enforcing policies and rules for container deployment and runtime, and
isolating and protecting the containers from unauthorized access.
* Cluster: This layer refers to the group of nodes that host the containers and provide orchestration and management capabilities.
Security at this layer involves securing the communication between the nodes and the containers, monitoring and auditing the cluster
activity, and applying security patches and updates to the cluster components.
* Cloud: This layer refers to the underlying infrastructure and services that support the cloud-native applications. Security at this layer
involves configuring and hardening the cloud resources, implementing identity and access management, and complying with the cloud
provider's security standards and best practices.
The correct order of the four C's from the top (surface) layer to the bottom (base) layer is code, container, cluster, cloud, as each
layer depends on the security of the next outermost layer. References: What Is Cloud- Native Security? - Palo Alto Networks,
What is Cloud-Native Security? An Introduction | Splunk, The 4C's of Cloud Native Kubernetes security - Medium

NEW QUESTION # 70 
What are two functions of User and Entity Behavior Analytics (UEBA) data in Prisma Cloud CSPM? (Choose two.)

A. Assessing severity levels
B. Unifying cloud provider services
C. Identifying misconfigurations
D. Detecting and correlating anomalies

Answer: A,D

Explanation:
Assessing severity levels - UEBA data helps prioritize incidents by evaluating the risk and severity based on user and entity behavior.
Detecting and correlating anomalies - UEBA continuously analyzes activity to identify abnormal behavior and correlate anomalies
that may indicate insider threats or compromised accounts.

NEW QUESTION # 71 
Which option is an example of a North-South traffic flow?

A. Traffic between an internal server and internal user
B. Lateral movement within a cloud or data center
C. An internal three-tier application
D. Client-server interactions that cross the edge perimeter
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Answer: D

Explanation:
North-south refers to data packets that move in and out of the virtualized environment from the host network or a corresponding
traditional data center. North-south traffic is secured by one or more physical form factor perimeter edge firewalls.

NEW QUESTION # 72 
Which Palo Alto Networks tool is used to prevent endpoint systems from running malware executables such as viruses, trojans, and
rootkits?

A. Expedition
B. AutoFocus
C. App-ID
D. Cortex XDR

Answer: D

Explanation:
Cortex XDR is a cloud-based, advanced endpoint protection solution that combines multiple methods of prevention against known
and unknown malware, ransomware, and exploits. Cortex XDR uses behavioral threat protection, exploit prevention, and local
analysis to stop the execution of malicious programs before an endpoint can be compromised. Cortex XDR also enables remediation
on the endpoint following an alert or investigation, giving administrators the option to isolate, terminate, block, or quarantine
malicious files or processes. Cortex XDR is part of the Cortex platform, which provides unified visibility and detection across the
network, endpoint, and cloud. References:
* Cortex XDR - Palo Alto Networks
* Endpoint Protection - Palo Alto Networks
* Endpoint Security - Palo Alto Networks
* Preventing Malware and Ransomware With Traps - Palo Alto Networks

NEW QUESTION # 73 
Match the description with the VPN technology.

Answer:

Explanation:
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......
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