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Amazon AWS Certified Cloud Practitioner Sample Questions (Q392-Q397):

NEW QUESTION # 392
A company needs to block SQL injection attacks.
Which AWS service or feature can meet this requirement?

A. AWS WAF
B. AWS Shield

C. Security groups
D. Network ACLs

Answer: A

Explanation:

AWS WAF is a web application firewall that helps protect web applications firom common web exploits, such as SQL injection
attacks. It allows customers to create custom rules that block malicious requests. AWS Shield is a managed service that protects
against distributed denial of service (DDoS) attacks, not SQL injection attacks. Network ACLs and security groups are network-
level security features that filter traffic based on IP addresses and ports, not web requests or SQL queries. References: [AWS
WAF], [AWS Shield], [Network ACLs], [Security groups]

NEW QUESTION # 393
Which AWS service helps users plan and track their server and application inventory migration data to AWS?

A. Amazon CloudWatch

B. AWS DataSync

C. AWS Migration Hub

D. AWS Application Migration Service

Answer: C

Explanation:

AWS Migration Hub assists users in planning and tracking the progress of their server and application migrations. It centralizes
migration tracking across various AWS services, providing visibility into application mventory and migration status. While AWS
Application Migration Service also assists with migrations, Migration Hub is specifically designed for tracking migration data
comprehensively.

NEW QUESTION # 394
A company wants to implement controls (guardrails) in a newly created AWS Control Tower landing zone.
Which AWS services or features can the company use to create and define these controls (guardrails)? (Select TWO.)

A. AWS Config

B. Security groups

C. Service control policies (SCPs)

D. AWS Identity and Access Management (1AM)
E. Amazon GuardDuty

Answer: A,C

Explanation:

AWS Config and service control policies (SCPs) are AWS services or features that the company can use to create and define
controls (guardrails) in a newly created AWS Control Tower landing zone. AWS Config is a service that enables users to assess,
audit, and evaluate the configurations of their AWS resources. It can be used to create rules that check for compliance with the
desired configurations and report any deviations. AWS Control Tower provides a set of predefined AWS Config rules that can be
enabled as guardrails to enforce compliance across the landing zonel. Service control policies (SCPs) are a type of policy that can
be used to manage permissions in AWS Organizations. They can be used to restrict the actions that the users and roles in the
member accounts can perform on the AWS resources. AWS Control Tower provides a set of predefined SCPs that can be enabled
as guardrails to prevent access to certain services or regions across the landing zone2. Amazon GuardDuty is a service that provides
ntelligent threat detection and continuous monitoring for AWS accounts and resources. It is not a feature that can be used to create
and define controls (guardrails) in a landing zone. AWS Identity and Access Management (IAM) is a service that allows users to



manage access to AWS resources and services. It can be used to create users, groups, roles, and policies that control who can do
what in AWS. It is not a feature that can be used to create and define controls (guardrails) in a landing zone. Security groups are
virtual firewalls that control the inbound and outbound traffic for Amazon EC2 instances. They can be used to allow or deny access
to an EC2 instance based on the port, protocol, and source or destination. They are not a feature that can be used to create and
define controls (guardrails) in a landing zone.

NEW QUESTION # 395
A company hosts a large amount of data in AWS. The company wants to identify if any of the data should be considered sensitive.
Which AWS service will meet the requirement?

A. Amazon Inspector

B. Amazon CloudWatch

C. Amazon Macie

D. AWS Identity and Access Management (IAM)

Answer: C

Explanation:

Amazon Macie is a fully managed service that uses machine learning and pattern matching to help you detect, classify, and better
protect your sensitive data stored in the AWS Cloud1. Macie can automatically discover and scan your Amazon S3 buckets for
sensitive data such as personally identifiable information (P1II), financial information, healthcare information, intellectual property, and
credentials1. Macie also provides you with a dashboard that shows the type, location, and volume of sensitive data in your AWS
environment, as well as alerts and findings on potential security issues|.

The other options are not suitable for identifying sensitive data in AWS. Amazon Inspector is a service that helps you find security
vulnerabilities and deviations from best practices in your Amazon EC2 instances2. AWS Identity and Access Management (IAM) is
a service that helps you manage access to your AWS resources by creating users, groups, roles, and policies3. Amazon
CloudWatch is a service that helps you monitor and troubleshoot your AWS resources and applications by collecting metrics, logs,
events, and alarms4.

Reference:

1: What Is Amazon Macie? - Amazon Macie

2: What Is Amazon Inspector? - Amazon Inspector

3: What Is IAM? - AWS Identity and Access Management

4: What Is Amazon CloudWatch? - Amazon CloudWatch

NEW QUESTION # 396
A company wants to build graph queries for real-time fraud pattern detection.
Which AWS service will meet this requirement?

A. Amazon Neptune
B. Amazon Forecast
C. Amazon DynamoDB
D. Amazon Timestream

Answer: A

Explanation:

Amazon Neptune is a fully managed graph database service optimized for storing and querying highly connected data. It supports
popular graph models such as Property Graph and W3C's RDF, making it ideal for building graph queries for real-time fraud pattern
detection and other applications that require complex relationships and data traversal

* B. Amazon DynamoDB: Incorrect, as it is a NoSQL database service that is not optimized for graph queries.

* C. Amazon Timestream: Incorrect, as it is a time-series database service designed for storing and analyzing time-series data, not
graph data.

* D. Amazon Forecast: Incorrect, as it is a fully managed service that provides time-series forecasting capabilities, not for graph
queries.

AWS Cloud References:

* Amazon Neptune
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