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WGU Managing Cloud Security (JY02) Sample Questions (Q51-Q56):
NEW QUESTION # 51 
An organization is reviewing a contract from a cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Regulatory oversight
B. Incident management
C. Confidential computing
D. Continuous monitoring

Answer: D

Explanation:
Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This involves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.
While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.
By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical functions to a cloud
provider and ensures resilience against potential provider-side failures.

NEW QUESTION # 52 
What must be provided by a European Union (EU) citizen, according to the General Data Protection Regulation (GDPR), before a
firm may process the personal data of that individual?

A. Verification of the accuracy of the data
B. Specific consent for the processing of the data
C. Statement about need for the data to be processed
D. Attestation on the legal purpose for processing the data

Answer: B

Explanation:
Under the General Data Protection Regulation (GDPR), an EU citizen must provide specific consent before an organization may
process their personal data, unless another lawful basis explicitly applies.
Managing Cloud principles explain that consent must be freely given, specific, informed, and unambiguous.
This ensures individuals retain control over how their personal information is collected and used.
Consent must clearly state the purpose of processing and cannot be implied or bundled with unrelated terms.
Organizations must also be able to demonstrate that consent was obtained and allow individuals to withdraw consent at any time.
This requirement strengthens transparency and accountability in data handling practices.
The other options do not satisfy GDPR consent requirements. Legal purpose attestation is an organizational responsibility, data
accuracy verification is a data quality obligation, and statements of need do not replace explicit consent. Therefore, specific consent
is required before processing personal data.
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NEW QUESTION # 53 
Which logical consideration should be addressed when planning the design of a data center?

A. Heating and cooling
B. Utility power availability
C. Multitenancy of networks
D. Ability for expansion

Answer: C

Explanation:
Multitenancy of networks is a logical design consideration when planning a data center. Managing Cloud principles explain that
logical considerations focus on how systems, networks, and services are structured and interact, rather than physical infrastructure
components.
Multitenancy requires logical separation of tenants to ensure confidentiality, integrity, and availability of data.
This includes network segmentation, virtual LANs, access controls, and isolation mechanisms that prevent one tenant from accessing
another tenant's resources. Proper logical design is critical in cloud environments where multiple customers share the same physical
infrastructure.
The other options represent non-logical considerations. Heating and cooling and utility power availability are physical and
environmental concerns, while ability for expansion relates to physical capacity planning.
Therefore, multitenancy of networks is the correct logical consideration.

NEW QUESTION # 54 
Which type of risk comes from outsourcing significant vendor-specific investments for data, procedures, or processes to a cloud
provider?

A. Lock-in
B. Compliance
C. Overutilization
D. Exit

Answer: A

Explanation:
Vendor lock-in risk arises when organizations outsource significant investments in data formats, procedures, or processes that are
tightly coupled to a specific cloud provider. Managing Cloud principles explain that proprietary technologies, APIs, and workflows
can make it difficult or costly to migrate to another provider.
This dependency limits flexibility and bargaining power and can increase long-term costs or operational risk if the provider changes
pricing, services, or availability. Lock-in risk is a key consideration during cloud strategy planning.
Compliance risk involves regulatory obligations, overutilization concerns excessive resource usage, and exit risk relates to termination
processes rather than dependency. Therefore, lock-in risk is the correct answer.

NEW QUESTION # 55 
An organization is conducting an external audit of the IT policies governing its production environment after moving all of its
production systems to the cloud. Which IT policy will have a low priority in this environment?

A. Acceptable use
B. Software procurement
C. Hardware management
D. Data classification

Answer: C

Explanation:
In a cloud environment, responsibility forhardware managementshifts primarily to the cloud provider.
Customers no longer manage servers, storage devices, or physical networks directly. As a result, hardware management policies are
less critical for customer audits compared to data classification, procurement, or acceptable use.
Data classification remains essential to secure sensitive information. Software procurement policies are important to control licensing
and compliance. Acceptable use policies govern employee behavior in cloud environments.



While organizations may still need high-level oversight of hardware through contracts and SLAs, detailed hardware policies have a
reduced role. Instead, emphasis shifts to managing the shared responsibility model, ensuring cloud provider controls complement
customer governance.

NEW QUESTION # 56
......
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