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EC-COUNCIL EC-Council Certified CISO (CCISO) & 712-50 X Bk [ /&
(Q205-Q210):

H A #205
A CISO sees abnormally high volumes of exceptions to security requirements and constant pressure from business units to change

security processes.
Which of the following represents the MOST LIKELY cause of this situation?

e A This is normal since business units typically resist security requirements
e B. Poor audit support for the security program

e (. Poor alignment of the security program to business needs

¢ D. A lack of executive presence within the security program
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A #206
File Integrity Monitoring (FIM) is considered a

¢ A Software segmentation control

¢ B. Security detective control

e (. Network based security preventative control
¢ D. User segmentation control

IEf#: B

TR

Definition of File Integrity Monitoring (FIM)

FIM is a security measure that detects unauthorized changes to files, configurations, or system settings. It logs and alerts
administrators of anomalies, making it a key detective control.

Why FIM is a Detective Control

* It does not prevent changes but monitors and reports them for firther investigation.

* Enhances visibility and auditability of system changes.

Comparison of Options

* A. Network-based security preventative control: Preventative controls aim to block issues before they occur.

* B. Software segmentation control: Refers to dividing software components, not monitoring.

* D. User segmentation control: Focuses on access control policies for users, unrelated to file ntegrity.

EC-Council References

* FIM is emphasized as a critical part of continuous monitoring and detection mechanisns in security frameworks taught by EC-
Council

R #207
The total cost of security controls should:

¢ A. Be equal to the value of the information resource being protected

¢ B. Be less than the value of the information resource being protected

e C. Be greater than the value of the information resource being protected
e D. Should not matter, as long as the information resource is protected
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The total cost of security controls must always be less than the value of the protected asset, ensuring cost- effectiveness in resource
allocation.

* Economic Principle of Security:

* Spending more to protect an asset than its value undermines the financial justification for security.

* Cost-Benefit Consideration:

* Security investments should provide value greater than their cost by reducing potential losses and improving operational resilience.
* Relevance of Other Options:

* Equal to Value: Break-even point but not cost-efficient.

* Greater than Value: Leads to inefficiencies.

* Should Not Matter: Contradicts sound financial practices.

* Economic Feasibility of Security Measures: Discusses balancing security costs with asset value.

* Risk-Driven Decision Making; Guides the alignment of resource allocation with organizational goals and asset value.

E R #208
An organization is looking for a framework to measure the efficiency and effectiveness of their Information Security Management

System Which of the following international standards can BEST assist this organization?

A. International Organization for Standardizations - 27005 (ISO-27005)
B. Control Objectives for Information Technology (COBIT)

C. Payment Card Industry Data Security Standards (PCI-DSS)

D. International Organization for Standardizations - 27004 (ISO-27004)
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H A #209
At which point should the identity access management team be notified of the termination of an employee?

Ef#:

A. Immediately so the employee account(s) can be disabled
B. Before an audit
C. At the end of the day once the employee is off site

D. During the monthly review cycle
A

B #210
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