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H #55
A user needs to determine whether an Amazon EC2 instance's security groups were modified in the last month How can the user see
if a change was made?

A. Use AWS CloudTrail to see if the security group was changed.

B. Use Amazon CloudWatch to see if the security group was changed.

C. Use AWS Identity and Access Management (IAM) to see which user or role changed the security group.
D. Use Amazon EC2 to see if the security group was changed.

Ef#: C

HM #56
Which AWS service is a managed NoSQL database?

A. Amazon Aurora

B. Amazon DynamoDB

C. Amazon Redshift

D. Amazon RDS for ManaDB

Ef#: B

B #57
A web application running on AWS has been spammed with malicious requests froma recurring set of IP addresses.

Which AWS service can help secure the application and block the malicious traffic?

A. AWS WAF

B. AWS IAM

C. Amazon GuardDuty

D. Amazon Simple Notification Service (Amazon SNS)

Ef#: A

fiR .-

Explanation

AWS WAF is a web application firewall that helps protect web applications from common web exploits that could affect application
availability, compromise security, or consume excessive resources. You can use AWS WAF to define customizable web security
rules that control which traffic accesses your web applications. If you use AWS Shield Advanced, you can use AWS WAF at no
extra cost for those protected resources and can engage the DRT to create WAF rules.

Reference: https:/aws.amazon.convanswers/networking/aws-ddos-attack-mitigation/

E Y #58
Which of the following services have Distributed Denial of Service (DDoS) mitigation features? (Select TWO )

A. Amazon Inspector
B. AWSWAF

C. Amazon CloudFront
D. Amazon EC2

E. Amazon DynamoDB

EME: B. C

R #59
Which AWS dashboard displays relevant and timely information to help users manage events in progress, and provides proactive

notifications to help plan for scheduled activities?

o A. AWS Personal Health Dashboard



e B. AWS Service Health Dashboard
e C. Amazon CloudWatch dashboard
e D. AWS Trusted Advisor dashboard

EfE: A

R -
Explanation/Reference: https://aws.amazon.com/premiumsupport/technology/personal- health-dashboard/
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