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NEW QUESTION # 24

An enterprise is planning to implement Cortex XDR agent deployment for their containerized workloads running on Kubernetes
clusters in AWS EKS. They aim for 'shift-left’ security, meaning security should be integrated as early as possible in the development
lifecycle and autormated. The security team needs to ensure that newly provisioned pods automatically receive Cortex XDR
protection without manual intervention, and that the agent scales dynamically with the cluster. Which combination of deployment
strategies and Cortex XDR features would best achieve this, considering the ephemeral nature of containers and the need for
seamless integration with Kubernetes orchestration?

e A Utilize a privileged DaemonSet to deploy the Cortex XDR agent on each Kubernetes node. This agent operates at the host
level, inspecting traffic and processes across all pods on that node, effectively providing protection without requiring agents
within individual pods.

¢ B. Implement an Admission Controller in Kubernetes that injects a Cortex XDR agent container into every new pod manifest
upon creation, ensuring mandatory deployment, and manage agent updates via Helm charts.

¢ (. Bake the Cortex XDR agent into custom Docker images used for applications, ensuring the agent is part of the image
layer. Configure the agent to report to a specific XDR endpoint group for containerized workloads.

¢ D. Integrate Cortex XDR agent deployment into the CIICD pipeline using a Kubernetes Operator that automatically deploys
and manages Cortex XDR agents as sidecar containers within application pods, leveraging the XDR API for regstration.

¢ E. Deploy the Cortex XDR agent as a DaemonSet across the Kubernetes cluster, ensuring one agent instance runs on each
node, and configure a Kubernetes Init Container within application pods to install the agent into the pod's filesystem before the
main application starts.

Answer: A

Explanation:

Protecting containerized workloads with a host-based agent like Cortex XDR typically involves running the agent on the underlying
host, not inside every ephemeral container. C: Privileged DaemonSet on each Kubernetes node: This is the standard and most
effective approach for deploying host-based security agents like Cortex XDR in Kubernetes. A DaemonSet ensures that one
nstance of the agent runs on every node in the cluster. By running with necessary privileges (e.g., host PID, host network), the agent
can monitor and protect all containers and processes running on that node, effectively covering all pods without needing an agent
mside each ephemeral pod. This aligns with the 'shifi-left' and autormation goals as it integrates with Kubernetes' native deployment
mechanisirs. A: DaemonSet + Init Container: While a DaemonSet handles the node, installing agents within individual pods via an
Init Container is generally not recommended for host- based agents. It adds overhead to every pod, complicates lifecycle
management, and increases image size, contrary to container best practices for ephemeral workloads. B: Kubernetes Operator +
Sidecar: An Operator for agent deployment is a good concept for automation, but deploying the XDR agent as a sidecar in every
application pod is problematic for the same reasons as A. Cortex XDR is a host-level agent, not designed for per-pod deployment.
D: Bake mto custom Docker images: This is highly mefficient and creates significant image bloat. Every application image would need
to be rebuilt for agent updates, and it conflicts with the ephemeral, immutable nature of containers. E: Admission Controller + Inject
agent: Similar to B, injecting a full Cortex XDR agent container into every pod is not the architectural mtent of a host-level EDR
solution. It would introduce significant overhead and management complexity.

NEW QUESTION # 25

A critical server environment is configured with Cortex XDR in a 'Detect Only' mode for its Behavioral Threat Protection policy due
to application compatibility concerns, but WildFire submissions are enabled. An unknown, highly obfuscated PowerShell script
attempts to establish a persistent backdoor using WMI and then beacon to a C2 server via DNS tunneling. While XDR does not
prevent this in 'Detect Only' mode, how would WildFire contribute to the overall security posture and incident response in this
specific scenario?

e A. WildFire would receive the WMI script and DNS query logs directly fiom the server, perform sandbox analysis on the
WMI script, and then share the C2 domain with external threat intelligence platforms. WildFire does not directly receive
WMI scripts or DN logs in this manner.

e B. WildFire's primary role here is to analyze the forensic artifacts (e.g., memory dumps, process injections) collected by
Cortex XDR post-compromise, identifying specific indicators of compromise (IOCs) from the PowerShell script and DNS
tunneling for future blocking,

e C. WildFire would not play a significant role as the attack is 'fileless' and executed in 'Detect Only' mode, meaning no files are
submitted for analysis, and no prevention occurs.

e D. Even in 'Detect Only' mode, Cortex XDR's Behavioral Threat Protection would still send telemetry about the suspicious

PowerShell activity and DNS tunneling to the Cortex XDR cloud. This telemetry, while not a direct file submission, nforms

WildFire's broader threat intelligence and behavioral models, potentially enhancing future detections or generating alerts based

on the observed TTPs.

E. WildFire would detect the PowerShell script as malicious during its initial download to the server, immediately providing a



'malicious' verdict that Cortex XDR would use to generate an alert, providing early warning despite 'Detect Only' mode.
Answer: D

Explanation:

Option D is the most accurate. Even in "Detect Only' mode, Cortex XDR continues to collect extensive telemetry about endpoint
activities, including process execution, network connections, and WMI activity. This telemetry is sent to the Cortex XDR cloud.
While a fileless PowerShell script itself might not be 'submitted' to WildFire in the traditional sense of a file hash, the behavior
observed by Cortex XDR's behavioral engine (e.g., suspicious PowerShell commands, WMI persistence, unusual DNS traffic for
C2) contributes to the broader threat intelligence picture. This behavioral data enriches WildFire's understanding of TTPs, improves
its machine learning models, and can lead to the generation of behavioral alerts in Cortex XDR based on correlations, even if no
specific file was quarantined. This proactive sharing of behavioral telemetry is a key aspect of WildFire's contribution beyond just file
analysis, especially for fileless threats.

NEW QUESTION # 26

A global financial institution uses Cortex XDR to protect its distributed environment. They encounter an incident where an insider,
using legitimate credentials, accesses a sensitive database from an unusual location (geographical anomaly), executes a series of
complex SQL queries to extract financial data, and then attempts to upload it to an unauthorized cloud storage service. The SOC
analyst is presented with multiple alerts from different sources: a Prisma Access (SASE) alert for unusual login, a database activity
monitoring (DAM) alert for suspicious queries, and a Cortex XDR endpoint alert for an unusual outbound network connection from
the database server. Assumme a scenario where Cortex XDR needs to integrate with a custom, in-house built application logging
system for detailed SQL query data, which is not natively supported by a standard XDR connector. Which of the following options
represents the most effective technical strategy to leverage Cortex XDR's Log Stitching for a complete, correlated incident story,
including the custom log source?

¢ A Purchase a third-party SIEM solution that has a native connector for the custom application, and then ntegrate the SIEM
with Cortex XDR only for alert forwarding, not raw log stitching,

¢ B. Implement a custom Python script to export the in-house application logs to a CSV file daily, then manually upload this
CSV to Cortex XDR's Data Explorer for retrospective analysis, without real-time stitching,

e C. Configure the in-house application to forward logs directly to a syslog server, and then configure Cortex XDR to ingest all
syslog traffic for stitching,

e D. Develop a Cortex XDR Custom Ingestion API integration point. This would involve writing a custom parser (e.g., using a
Lambda function or a dedicated log forwarder) to transform the in-house application logs into the XDR Common Information
Model (CIM) format and pushing them to the XDR API, enabling real-time Log Stitching with other XDR data sources.

¢ E. Disable Log Stitching for the incident and manually investigate each alert from Prisma Access, DAM, and Cortex XDR
endpoint alerts separately.

Answer: D

Explanation:

This question specifically targets the ability to extend Cortex XDRs Log Stitching capabilities to non-natively supported log sources
in a sophisticated manner. Option A is retrospective and lacks real-time stitching, Option C might work for basic syslog, but without
proper parsing and mapping to XDR's CIM, the data won't be contextually rich enough for effective stitching, especially for complex
SQL queries. Option D introduces another complex system and only forwards alerts, not raw logs for deep stitching, Option E
defeats the purpose of XDR. The most effective technical strategy is Option B: developing a custom ingestion pipeline using the
Cortex XDR Custom Ingestion API. By transforming the custom logs into the XDR Common Information Model (CIM), these logs
becone first-class citizens within Cortex XDR, allowing the platform's advanced Log Stitching engine to seamlessly correlate them
with endpoint, network, and cloud alerts, providing a complete and actionable incident timeline i real-time.

NEW QUESTION # 27

A Security Operations Center (SOC) analyst is performing threat hunting based on an observed surge in outbound DNS requests to
unusual top-level domains (TLDs) from internal hosts, specifically from a segment traditionally used by financial analysts. These
TLDs are not typically seen in legitimate business traffic. The threat intelligence team has recently reported an increase in Cobalt
Strike beaconing activity leveraging DNS over HITPS (DOH) to obscure C2 communications. Which of the following Splunk
Search Processing Language (SPL) queries would be most effective in identifying suspicious DNS-related indicators of compromise
(IOC:s) aligned with this threat, assuming 'pan _logS is the relevant sourcetype for Palo Alto Networks firewall logs?

A
B.
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Answer: A

Explanation:

The scenario specifically mentions 'DNS over HTTPS (DOH)' and 'unusual TLDs' and 'Cobalt Strike beaconing’. Option C directly
addresses DOH by filtering for (common for HTTPS) and then correlates it with or , which are strong indicators of DOH traffic
attempting to bypass traditional DNS monitoring. While other options might identify general DNS anomalies, Option C is the most
targeted and effective for the described threat given the specific indicators. Option B is good for unusual TLDs but misses the DOH
aspect and relies on a pre-defined lookup. Option A is too broad and only looks for specific TLDs rather than anomalies. Option D
looks for non-standard DNS ports, but DOH uses 443. Option E relies on an undefined macro.

NEW QUESTION # 28

A mid-sized e-commerce company is struggling with rapid incident response for credential theft attacks. Their current EDR provides
good endpoint visibility, but when an attacker successfully compromises a user account, lateral movement and access to cloud
resources often go undetected until significant damage is done. The security team needs a solution that can automatically detect and
respond to suspicious activities sparming endpoints and cloud identity providers. Which Cortex XDR feature is most relevant here?

e A Only focusing on preventing file-less malware attacks, ignoring credential-based threats.

¢ B. Unified data collection and analysis across endpoints, network, cloud, and identity sources (e.g., Active Directory, Azure
AD).

e C. Real-time vulnerability scanning and automated patching of operating systens.

¢ D. Providing detailed hardware mventory reports for all connected devices.

¢ E. The ability to deploy an unlimited number of endpoint agents without performance degradation.

Answer: B

Explanation:

Cortex XDRs primary advantage over an EDR in this scenario is its extended detection and response capabilities. By unifying data
from endpoints, network (e.g,, firewall logs), cloud environments (e.g., AWS CloudTrail, Azre AD logs), and identity providers,
Cortex XDR can stitch together a comprehensive view of an attack, including credential theft, lateral movement, and access to cloud
resources. An EDR typically focuses solely on endpoint activity, missing the broader context of an identity-driven attack.

NEW QUESTION # 29

You feel tired when you are preparing hard for Palo Alto Networks SecOps-Pro exam, do you know what other candidates are
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