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ISACA Certified Information Security Manager Sample Questions (Q334-
Q339):

NEW QUESTION # 334
Which of'the following is MOST likely to result from a properly conducted post-incident review?

A. Breach information is provided to the organization's key stakeholders and users.
B. The incident response team discovers inefficiencies in the recovery process.

C. Forensic evidence is reviewed and provided to law enforcement

D. The cause of the incident is discovered and remediated.

Answer: B

NEW QUESTION # 335
An organization wants to ensure its confidential data is isolated in a multi-tenanted environment at a well-known cloud service
provider. Which of the following is the BEST way to ensure the data is adequately protected?

A. Ensure an audit of the provider is conducted to identify control gaps.
B. Review the provider's information security policies and procedures.
C. Obtain documentation of the encryption management practices.

D. Verify the provider follows a cloud service framework standard.

Answer: B

NEW QUESTION # 336
‘Which of the following would be the MOST effective incident response team structure for an organization with a large headquarters
and worldwide branch offices?

A. Coordinated
B. Decentralized
C. Outsourced
D. Centralized

Answer: D

NEW QUESTION # 337
‘When preventive controls to appropriately mitigate risk are not feasible, which of the following is the MOST important action for the
information security manager?

A. Managing the impact

B. Evaluating potential threats

C. Assessing vulnerabilities

D. Identifying unacceptable risk levels

Answer: A

NEW QUESTION # 338
An enployee clicked on a malicious link in an email that resulted in compromising company data. What is the BEST way to mitigate
this risk in the future?

A. Conduct phishing awareness training,
B. Assess and update spam filtering rules.
C. Establish an acceptable use policy.

D. Implement disciplinary procedures.

Answer: A



Explanation:

Phishing awareness training is the best way to mitigate the risk of employees clicking on malicious links in emails, as it educates them
on how to recognize and avoid phishing attempts. (From CISM Review Manual

15th Edition)

References: CISM Review Manual 15th Edition, page 179, section4.3.2.2.

NEW QUESTION # 339
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