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HP #25
Which of'the following is a primary goal of enforcing Responsible Al standards and regulations in the development and deployment
of LLMs?

A. Maximizing model performance while minimizing computational costs.

B. Ensuring that Al systens operate safely, ethically, and without causing harm.

C. Focusing solely on improving the speed and scalability of Al systems

D. Developing Al systers with the highest accuracy regardless of data privacy concerns

IEf#: B

R -

Responsible Al standards, including ISO 42001 for Al management systemns, aim to promote ethical development, ensuring safety,
fairness, and harm prevention in LLM deployments. This encompasses bias mitigation, transparency, and accountability, aligning with
societal values. Regulations like the EU Al Act reinforce this by categorizing risks and mandating safeguards. The goal transcends
performance to foster trust and sustainability, addressing issues like discrimination or misuse. Exact extract: "The primary goal is to
ensure Al systens operate safely, ethically, and without causing harm, as outlined in standards like ISO

42001." (Reference: Cyber Security for Al by SISA Study Guide, Section on Responsible Al and ISO Standards, Page 150-153).

P #26
In what way can GenAl assist in phishing detection and prevention?

A. By relying solely on signature-based detection methods.

B. By sending automated phishing emails to test employee awareness.

C. By blocking all incoming emails to prevent any potential threats.

D. By generating realistic phishing simulations and analyzing user responses.

IEf#: D

fi .-

GenAl bolsters phishing defenses by creating sophisticated simulation campaigns that mimic real attacks, training employees and
refining detection algorithms based on interaction data. It analyzes email content, URLSs, and attachments semantically to identify
subtle manipulations, going beyond traditional filters. This dynamic method adapts to evolving tactics like Al-generated deepfakes in
emails, improving prevention through predictive modeling, Organizations benefit from reduced successful breach rates and enhanced
user education. Integration with email gateways provides real-time alerts, strengthening overall security. Exact extract: "GenAl assists
in phishing detection by generating simulations and analyzing responses, thereby preventing attacks and improving security posture."
(Reference: Cyber Security for Al by SISA Study Guide, Section on GenAl in Phishing Mitigation, Page 210-213).

R #27
What is a potential risk associated with halluciations in LLMs, and how should it be addressed to ensure Responsible Al?

A. Hallucinations are primarily due to overfitting; regularization techniques should be applied during training,

e B. Hallucinations cause models to slow down; optimizing hardware performance is necessary to mitigate this issue.

C. Hallucinations can produce inaccurate or misleading information; it should be addressed by incorporating external
knowledge bases and retrieval systemns.

e D. Hallucinations can lead to creative outputs, which are beneficial for all applications; hence, no measures are necessary.

Ef: C

A -

Hallucinations in LLMs risk generating inaccurate or misleading outputs, undermining trust and safety.

Incorporating external knowledge bases and retrieval systemns, like RAG, grounds responses in verified data, reducing fabrications
and aligning with Responsible Al principles. Regularization helps but is secondary to factual grounding, Exact extract: "Hallucinations
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produce misleading information, addressed by incorporating external knowledge bases and retrieval systems for Responsible AL"
(Reference: Cyber Security for Al by SISA Study Guide, Section on LLM Hallucination Mitigation, Page 125-128).

HH #28
Which framework is commonly used to assess risks in Generative Al systems according to NIST?

A. The Al Risk Management Framework (Al RMF) for evaluating trustworthiness.
B. A general IT risk assessment without Al-specific considerations.

C. Focusing solely on financial risks associated with Al deployment.

D. Using outdated models from traditional software risk assessment.

Ef#: A

R -

The NIST Al Risk Management Framework (Al RMF) provides a structured approach to identify, assess, and mitigate risks in
GenAl, emphasizing trustworthiness attributes like safety, fairness, and explainability. It categorizes risks into governance, mapping,
measurement, and management phases, tailored for Al lifecycles.

For GenAl, it addresses unique risks such as hallucinations or bias amplification. Organizations apply it to conduct impact
assessments and implement controls, ensuring compliance and ethical deployment. Exact extract: "NIST's Al RMF is commonly
used to assess risks in Generative Al, focusing on trustworthiness and lifecycle management." (Reference: Cyber Security for Al by
SISA Study Guide, Section on NIST Frameworks for Al Risk, Page 230-233).

B #29
What aspect of privacy does ISO 27563 emphasize in Al data processing?

A. Storing all data indefinitely for auditing,

B. Maximizing data collection for better Al performance.
C. Consent management and data mnimization principles.
D. Sharing data freely among Al systens.

Ef#: C

e«

ISO 27563 stresses consent management, ensuring informed user agreement, and data mmimization, collecting only necessary data
to reduce privacy risks in Al processing. These principles prevent overreach and support ethical data handling, Exact extract: "[SO
27563 emphasizes consent management and data minimization in Al data processing for privacy." (Reference: Cyber Security for Al
by SISA Study Guide, Section on Privacy Principles in ISO 27563, Page 275-278).

HR #30
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