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I #86

You are receiving security alerts from multiple connectors in your Google Security Operations (SecOps) instance. You need to
identify which IP address entities are internal to your network and label each entity with its specific network name. This network
name will be used as the trigger for the playbook.

e A Create an outcomme variable in the rule to assign the network name.
e B. Modify the entity attribute in the alert overview.

¢ C. Configure each network in the Google SecOps SOAR settings.

e D. Enrich the IP address entities as the initial step of the playbook.

EfE: C
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Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurments:

The requirement is to identify internal entities and label them with a network name across alerts from

"multiple connectors." This is a global environment configuration task, not a per-playbook task.

In Google SecOps SOAR, you achieve this by configuring the Networks (or Environments) settings. The documentation states:
"You can define your internal network ranges... When an entity is ingested, the system checks if the entity value falls within any of the
defined ranges. Ifit does, the entity is marked as internal." Furthermore, you can assign a Network Name to these ranges. When an
entity matches the range, it is automatically enriched with that network context. This allows you to set up Playbook Triggers based
on the

"Network Name" field, satisfying the requirement. Option D (Enrichment step) is inefficient because it would require adding the step
to every single playbook, whereas Option A solves it globally for the platform

References: Google Security Operations Documentation > SOAR > Settings > Environments and Networks
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You are a security analyst at an organization that uses Google Security Operations (SecOps).

Google SecOps triggered a medium severity alert of Unusual Cloud Storage Access - High Volume Download for
userl@securecloudservices.com from the internal-project-code-repository bucket. This user is a senior developer within your
organization who has legitimate access, but their download volume is unusually high and occurs outside working hours. You need to
mnvestigate this alert. What should you do first?


https://www.tech4exam.com/Security-Operations-Engineer-pass-shiken.html
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A. Run a Google SecOps SOAR playbook to suspend user!'s bucket access, and review their user timeline.

B. Review user!'s timeline in Google SecOps, focusing on network events and resource access immediately preceding the
download anomaly.

C. Enrich the bucket entity with sensitivity labels and access control list (ACL) data.

D. Create a default detection rule in Google SecOps to monitor future high-volume downloads from the bucket, and add
user] to a high-risk watchlist.

IEf#: B
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The first step should be to review userl's timeline n Google SecOps, focusing on their network events and resource access just
before and during the high-volume download. This approach helps you understand the context of the activity, determine if there are
signs of compromise, and decide on firther action without prematurely disrupting legitimate business processes.
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You are developing a new detection rule in Google Security Operations (SecOps). You are defining the YARA-L logic that includes
complex event, match, and condition sections. You need to develop and test the rule to ensure that the detections are accurate
before the rule is migrated to production. You want to minimize impact to production processes. What should you do?

¢ A. Develop the rule in the Rules Editor, define the sections of the rule logic, and test the rule using the test rule feature.

¢ B. Develop the rule logic in the UDM search, review the search output to inform changes to filters and logic, and copy the rule
mto the Rules Editor.

e C. Use Gemmi in Google SecOps to develop the rule by providing a description of the parameters and conditions, and
transfer the rule mto the Rules Editor.

¢ D. Develop the rule in the Rules Editor, define the sections of the rule logic, and test the rule by setting it to live but not
alerting. Run a YARA-L retrohunt from the rules dashboard.

Ef: A
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Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurments:

The Google Security Operations (SecOps) platform provides an integrated, zero-impact workflow for developing and testing
detections. The standard method is to use the "Test Rule" feature, which is built directly into the Rules Editor.

After the detection engineer has defined the complete YARA-L logic (including events, match, and condition sections), they can
click the "Test Rule" button. This function performs a historical search (a retrohunt) against a specified time range of UDM data (e.g.,
last 24 hours, last 7 days). The platform then returns a list of all events that would have triggered the detection, without creating any
live alerts, cases, or impacting production.

This allows the engineer to "ensure that the detections are accurate” by reviewing the historical matches, identifying potential false
positives, and refining the rule's logic. This iterative "develop and test" cycle within the editor is the primary method for validating a
rule before it is enabled. While UDM search (Option A) is useful for testing the events section logic, it cannot test the full match and
condition logic of the rule. Setting a rule to "live but not alerting" (Option D) is a valid, later step, but the "Test Rule" feature is the
correct initial development and testing tool.

(Reference: Google Cloud documentation, "Create and manage rules using the Rules Editor"; "Test a rule")
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You are responsible for identifying suspicious activity and security events at your organization.

You have been asked to search in Google Security Operations (SecOps) for network traffic associated with an active HTTP
backdoor that runs on TCP port 5555. You want to use the most effective approach to identify traffic originating from the server that
is running the backdoor. What should you do?

e A Detect on events where target.port is 5555.

e B. Detect on events where network.ip_protocol is TCP.

e C. Detect on events where principal.port is 5555.

e D. Detect on events where network. ApplicationProtocol is HTTP.

IEfE: C
R -



The backdoor is running on TCP port 5555 on the server, meaning the server is the source of the traffic. In Google Security
Operations (SecOps), the field principal.port represents the source port of the traffic, while target.port represents the destination.
Since you want to identify traffic originating from the compromised server, filtering on principal.port = 5555 is the most effective
approach.

HH #90

You are the lead engineer on your organization's incident response team. You are running CrowdStrike Falcon and SentinelOne to
protect the Windows devices in different regions of your organization. You are ingesting the following logs into Google Security
Operations (SecOps):

- Azure AD Directory Audit (AZURE _AD_AUDIT)

- Crowdstrike Falcon (CS_EDR)

- Microsoft Sysmon (WINDOWS_SYSMON)

- SentinelOne (SENTINEL EDR)

- Windows Event (WINEVTLOG)

You notice that a high volume of ransomware incidents are impacting your team's SLAs. You need to automate the response to
ransonmware on Windows devices. How should you automate the detection and containment of ransonmware incidents? (Choose
two.)

¢ A Install SOAR EDR integrations for endpoint containment actions. Create a playbook to contain impacted Windows
devices based on curated detections.

¢ B. Enable the Risk Analytics for User and Endpoint Behavioral Analytics (UEBA) category in curated detections to detect
peer group-based anomalous behavior and suspicious actions.

e C. Install SOAR EDR jobs to execute remote endpoint containment actions. Create a playbook to contain impacted
Windows devices based on curated detections.

¢ D. Enable the Windows Threats category in curated detections to detect the latest Windows threats.

¢ E. Installa SOAR remote agent on each Windows device for endpoint containment actions. Create a playbook to contain
impacted Windows devices based on curated detections.

iFfE: A. D
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Enabling the Windows Threats category in curated detections ensures that the latest ransomware and other Windows-specific
threats are automatically detected without creating custom rules, improving detection speed.

Installing SOAR EDR integrations allows automated containment actions (e.g,, isolating impacted endpoints). Creating a playbook
based on these curated detections autormates response to ransomware incidents, reducing SLA impact and manual effort.
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https://drive.google.com/open?id=1oCwkdu0CgMZRz8X7EG1RalSP8cc9b5gb

