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Fortinet EMEA Advanced Support Exam 32 & EMEA-Advanced-Support 3
& (Q47-Q52):

B #47

‘Which protocols are used by an email client to retrieve emails?

A. SMTP
B. IMAP4
C. SNMP
D. POP3

1Ef#: B. D

A -

Emil clients use POP3 (Post Office Protocol) and IMAP4 (Internet Message Access Protocol) to retrieve enmails froma server.
POP3 downloads emails and typically removes them from the server, while IMAP4 allows synchronized access. SMTP is used for
sending emails, and SNMP is for network monitoring, not email retrieval. Exact extract: "Email clients use POP3 or IMAP to
retrieve email messages fiom a mail server... IMAP allows users to access and manage emnil directly on the server, while POP3
typically downloads messages to the client.”

B #48
Which of'the following is a benefit of using FortiGate's Security Fabric?

e A It enables centralized management of multiple Fortinet devices
¢ B. It increases the speed of [Psec VPN tunnels

e C. It reduces the need for firewall policies

e D. It automatically configures VLLANs on FortiSwitches

EE: A

R 2

The Fortinet Security Fabric provides a centralized management platform for multiple Fortinet devices (e.g., FortiGate, FortiSwitch,
FortiAP), enabling coordinated security policies, telemetry sharing, and simplified administration. It does not directly speed up VPNs
(B), reduce firewall policies (C), or auto-configure VLANs (D). Exact extract: "The Fortinet Security Fabric enables centralized
management and visibility across Fortinet devices, allowing coordinated security policies and telemetry sharing for enhanced
protection."

H #49
Which FortiGate feature mitigates DDoS attacks by limiting the rate of mcoming connections?

e A. Web Filtering

e B. Application Control
e C. DoS Policy

e D. IPS Signature

IEf: C
R -


https://www.shikenpass.com/EMEA-Advanced-Support-shiken.html

FortiGate's DoS (Denial of Service) Policy limits the rate of incoming connections or packets to mitigate DDoS attacks, such as
SYN floods, by setting thresholds for specific traffic types. IPS Signatures (B) detect specific attack patterns, Application Control
(C) manages app usage, and Web Filtering (D) blocks URLSs, none of which focus on rate limiting. Exact extract: "DoS policies
protect against DDoS attacks by limiting the rate of incoming connections or packets, such as SYN floods, based on configured
thresholds."

H #50
Hybrid cloud means that

A. Some of the customer's systems are virtualized in the public cloud and some are in the local datacenter
B. One customer uses VMs with muiltiple different operating systems in the same cloud account

C. The cloud provider uses AMD, Intel and possibly also other CPU vendors

D. Cloud provider provides both 32-bit and 64-bit virtual machines

EfE: A

R -

A hybrid cloud combines on-premises infrastructure (local datacenter) with public cloud resources, allowing workloads to operate
across both environments for flexibility and scalability. Fortinet solutions like FortiGate- VM support hybrid cloud deployments.
Option A refers to hardware diversity, C to OS variety, and D to architecture types, none of which define hybrid cloud. Exact
extract: "Hybrid cloud is the combination of public cloud services with an on-premises private cloud or datacenter... This allows
customers to run some systems in the public cloud and others in their local datacenter, managed seamlessly."

H #51
Which protocol does FortiGate use for secure management access by default?

e A SNMP
e B.HITP
e C. Telnet
e D.SSH

IEf#: D

fiR .-

FortiGate uses SSH (Secure Shell) by default for secure management access, providing encrypted command- Iine access. Telnet (A)
and HTTP (C) are insecure, and SNMP (D) is for monitoring, not management. Exact extract: "FortiGate enables SSH by default
for secure management access, providing encrypted CLI access to administrators."
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