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Essentials (EHE) (112-52) practice test mistakes and overcome them before the actual 112-52 exam.

EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) Sample
Questions (Q113-Q118):
NEW QUESTION # 113 
Which wireless-specific attack involves capturing and analyzing Wi-Fi traffic on a network?

A. Phishing
B. Cross-Site Scripting
C. VPN Tunneling
D. Wireless sniffing

Answer: D

NEW QUESTION # 114 
Which attack targets vulnerabilities in Industrial Control Systems (ICS) and operational technology (OT)?

A. Phishing
B. Stuxnet
C. SQL Injection
D. Man-in-the-middle

Answer: B

NEW QUESTION # 115 
What is the MOST effective countermeasure against packet sniffing?

A. Using encrypted protocols such as HTTPS
B. Increasing password complexity
C. Disabling unused switch ports
D. Updating antivirus software regularly

Answer: A

NEW QUESTION # 116 
Which of the following best describes a vulnerability in the context of information security?

A. A weakness in a system that could be exploited
B. A tool used to assess security posture
C. A method for encrypting data
D. An unauthorized attempt to access a system

Answer: A

NEW QUESTION # 117 
Which of the following is a significant mobile platform attack vector?

A. App-based threats
B. Server-side buffer overflows
C. Physical threats only
D. Desktop malware

Answer: A
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