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¢ Chrome Enterprise Management Fundamentals: This section of the exam measures skills of a Chrome
Device Admmistrator and covers the foundational elements of managing Chrome i an enterprise. It
=x 1 includes understanding how policies are applied and resolved, differentiating managed browsers from

profiles, and describing how policies work. It also covers Chrome's built-in security features, how
extensions are used and deployed, and how the release cycle and channels are managed.
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¢ Manage Chrome Enterprise in the Cloud: This section of the exam measures skills of a Cloud Systems
Administrator and focuses on preparing and configuring environments for Chrome cloud management.

FH 2 Candidates must demonstrate how to verify domains, use admin roles, configure organizational structures,

deploy enrollment tokens, enable reporting, and maintain Chrome using the Google Admin console.

¢ Analyze Chrome Data: This section of the exam measures skills of a Chrome Data Analyst and focuses on

using the Google Admin console to view, analyze, and troubleshoot browser data. It includes reviewing
FH 3 reports, diagnosing browser or update issues, investigating performance problems, and identifying security
risks based on log events and Chrome activity.

¢ Chrome Updates: This section of the exam measures skills of a Chrome IT Policy Analyst and addresses

the various update methods available for Chrome. It includes selecting the right update strategy for different
A 4 business and security needs, managing compliance across platforms, and adapting update methods based
on environmental changes or risks.

e Chrome Extensions: This section of the exam measures skills of an Endpoint Security Manager and
mvolves managing Chrome extension policies. It includes designing extension management strategies,
M 5 handling extension exemptions, creating approval workflows, and assessing extensions for their risk and

compliance with business continuity requirements.
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EE #30

A company has multiple departments, including Engineering, Marketing, Sales, and HR. Each department has different needs and
schedules for Chrome updates. For instance, the Engineering team requires the latest updates as soon as they are available to ensure
they have the latest features and security patches. However, the HR department prefers a more stable environment and only wants
updates after they have been thoroughly tested.

Which feature in the Google Admin console can an administrator use to meet the company's requirements?

A. Create organizational units for each department

B. Create different user groups for each department
C. Create active directory forest for each department
D. Set device policies for each department

HE. A

Y.

Organizational Units (OUs) in the Google Admin console allow administrators to apply different Chrome policies to different groups
of devices or users based on their organizational structure. By creating separate OUs for Engineering and HR (and potentially other
departiments), the administrator can configure different Chrome update policies for each OU, ensuring Engineering gets rapid updates
while HR stays on a more stable release. User groups primarily manage access to services, and device policies are generally applied
at the device level, not necessarily tied to departmental needs for update cadences. Active Directory forests are a Microsoft concept
and not directly used for managing Chrome update policies in the Google Admin console.
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HAE #31

An administrator wants users to have the ability to install extensions of their choosing However, due to company security policies, the
administrator cannot allow any extension to be installed that has the ability to read documents on the local drive Which policy
combination best meets the administrator's need?

A. Chrome Webstore: Allow all apps, admin manages blocklist; Runtime Blocked Hosts: file://*

B. Chrome Webstore: Allow all apps, admin manages blocklist; Runtime Blocked Hosts: C:\*

C. Chrome Webstore: Block all apps, admin manages allowlist; Block extensions by permission: Sync File System
D. Chrome Webstore: Allow all apps, admin manages blocklist; Block extensions by permission: File System

HE: D

MY

To allow users to install extensions while blocking those with specific risky permissions, the administrator should "Allow all apps"
from the Chrome Web Store and then use the "Block extensions by permission” policy to block extensions that request the "File
System'" permission. This prevents extensions from accessing local files. Option A is too restrictive by blocking all apps by default.
Options B and D use "Runtime Blocked Hosts," which is for controlling access to specific websites, not for blocking extension
permissions.

HE #32
A small business wants to have all of their macOS devices enroll in Chrome Enterprise Core. They do not have a Mobile Device
Management solution but do maintain a base image for their Mac computers Where should they put the enroliment token*?

A. /Library/Google/Chrome/CloudManagementEnroliment Token

B. /etc/opt/chrome/policies/enrollment/CloudManagementEnroliment Token

C. /Library/Google/Chrome/Enroliment/DeviceManagement Token

D. HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome\CloudManagementEnroliment Token

: A

M

o
07 @

For macOS devices without MDM, the enroliment token can be embedded in the base image. The correct path for placing the cloud
management enroliment token on macOS is */Library/Google/Chrome

/CloudManagementEnrolimentToken'. The other paths listed are for Windows Registry (A), a non-standard Linux path (C), and a
potentially incorrect macOS path (D).

E2 #33

A Chrome administrator notices that a Chrome browser is checking In with the Google Admin console but has not received a new
cloud computer policy setting that was recently deployed. During the investigation, the administrator deletes the Chrome browser
from the Google Admin console What action can be taken to have the browser re-enroll in the Google Admin console?

A. Delete the enrollment token from the device and relaunch Chrome

B. Delete the Chrome Policies from the device and reboot

C. Delete the Chrome Browser Cache and sign back i to Chrome

D. Delete the device management token from the device and relaunch Chrome

.|

o
m

: D

MY

When a managed browser is deleted from the Google Admin console, it needs to be re-enrolled to receive policies again. The
process for re-enrollment typically nvolves deleting the **device management token** from the local machine. Upon relaunching
Chrome, the browser will detect the absence of the token and attempt to re-enroll with the cloud management service, at which
point it will receive a new token and the latest policies. Deleting the enrollment token (option B) might disrupt the initial enrollment if
it still existed.

Deleting Chrome policies (option C) might not trigger re-enroliment. Clearing the cache and signing back in (option D) addresses
user profile data, not device enroliment.



HEE#34

An IT administrator manages a large organization that uses Chrome browser across multiple platforms including Windows, macOS,
and Linux The organization has diverse user needs and varying levels of risk associated with different departments, for which the
administrator must determine the most efficient method to manage Chrome updates across the organization Why is it advantageous
to manage Chrome update policies using the Google Admin console instead of the Group Policy Management Console (GPMC)?

¢ A. The Google Admin console does not allow admnistrators to view the browser version of any given managed device as
Group Policy does

B. Group Policy does not support Chrome update policies

C. Group Policy does not support platforns other than Windows

D. The Google Admin console is only applicable to devices with ChromeOS, making it more secure

HE: C

Y.

The key advantage of using the Google Admin console for managing Chrome updates in a multi-platform environment is its ability to
apply policies consistently across Windows, macOS, and Linux devices. Group Policy (GPMC) is a Windows-specific tool and
cannot natively manage Chrome updates on other operating systems. The Google Admin console provides a centralized and
platformragnostic approach to Chrome management.
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