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EAE#159
Drag the Cisco ISE node types from the left onto the appropriate purposes on the right.

e

LR

Explanation

Monitoring = provides advanced monitoring and troubleshooting tools that you can use to effectively manage your network and
resources Policy Service = provides network access, posture, guest access, client provisioning, and profiling services.

This persona evaluates the policies and makes all the decisions.

Administration = manages all systemrelated configuration and configurations that relate to functionality such as authentication,

authorization, auditing, and so on pxGrid = shares context-sensitive information from Cisco ISE to subscribers
https//www.cisco.comvc/en/us/td/docs/security/ise/1 -4/admin_guide/b _ise admin guide 14/b_ise admin_guide

EE #160

Refer to the exhibit.

A network engineers configuring the switch to accept downloadable ACLs froma Cisco ISC server Which two commands should
be run to complete the configuration? (Choose two)

A. aaa authorization auth-proxy default group radius
B. radius-server attribute 8 include-in-access-req
C. ip device tracking

D. radius server vsa sand authentication

E. dotlx system-auth-control

02
m

: BD

HEE #161

An organization wants to improve their BYOD processes to have Cisco ISE issue certificates to the BYOD endpoints. Currently,
they have an active certificate authority and do not want to replace it with Cisco ISE. What must be configured within Cisco ISE to
accomplish this goal?

A. Add an OCSP profile and configure the root certificate authority as secondary.
B. Create a certificate signing request and have the root certificate authority sign it.
C. Add the root certificate authority to the trust store and enable it for authentication.
D. Create an SCEP profile to link Cisco ISE with the root certificate authority.

HE: D

3.
Rethttps://www.cisco.comyc/en/us/support/docs/security/identity-services-engine-software/ 1 1 6068-configure-product-00.html

EAE #162
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A network engineer is configuring guest access and notices that when a guest user registers a second device for access, the first
device loses access What must be done to ensure that both devices for a particular user are able to access the guest network
simultaneously?

A. Use a custom portal to increase the number of logins

B. Configure the sponsor group to increase the number of logins.

C. Create an Adaptive Network Control policy to increase the number of devices
D. Modify the guest type to increase the number of maximum devices

HE: D
AMH,

https/content.cisco.comychapter.sjs?ur=/searchable/chapter/content/en/us/td/docs/security/ise/2-
7/admin_guide/b_ise admin guide 27/b ise_admin guide 27 chapter 01111.html.xml

EAE #163
What are two requirements of generating a single certificate in Cisco ISE by using a certificate provisioning portal, without generating
a certificate signing request? (Choose two.)

A. Enter the common name.

B. Locate the CSV file for the device MAC.
C. Enter the IP address of the device.

D. Choose the hashing method.

E. Select the certificate template.

: AE
MH.
Section: Policy Enforcement

Explanation/Reference: https//www.cisco.conm/c/en/us/support/docs/security/identity-services-engine/200534-ISE-2-0- Certificate-
Provisioning-Portal. html
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