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CompTIA SK0-005 Exam Syllabus Topics:

Section Weight Objectives

- Explain physical security concepts

- Given a scenario, implement server hardening techniques
- Given a scenario, implement backup and restore procedures
- Explain logical security concepts

- Summarize data security concepts

- Explain disaster recovery and high availability concepts

- Given a scenario, troubleshoot security issues

- Given a scenario, troubleshoot hardware failures

- Given a scenario, troubleshoot connectivity issues

- Explain the troubleshooting methodology

- Given a scenario, troubleshoot software failures

- Given a scenario, troubleshoot storage failures

Topic 1: Security and Disaster Recovery 24%

Topic 2: Troubleshooting 28%

- Summarize power and cooling components

- Given a scenario, install physical hardware

- Given a scenario, deploy and manage storage

- Given a scenario, configure and manage server components
- Explain the purpose of virtualization and containerization

- Given a scenario, perform server management tasks

- Explain the purpose and operation of scripting

- Given a scenario, configure networking

- Given a scenario, configure security features

- Given a scenario, install and configure an operating system

Topic 3: Server Hardware Installation and Management 18%

Topic 4: Server Admmistration 30%
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CompTIA Server+ Certification Exam Sample Questions (Q508-Q513):

NEW QUESTION # 508

A storage engineer responds to an alarmon a storage array and finds the battery on the RAID controller needs to be replaced.
However, the replacement part will not be available for 14 days.

The engineer needs to identify the impact of the failed battery on the system. Which of the following best describes the inmpact?

A. The read performance will be impacted.

B. The performance will not be impacted.

C. The read and write performance will be impacted.
D. The write performance will be impacted.

Answer: D

Explanation:

A RAID controller battery is used to protect the data in the cache memory of the controller in case of a power failure. The cache
memory allows the controller to improve the write performance by buffering the data and writing it to the disk in an optimized way.
However, if the battery fails, the controller will switch to write-through mode, which means it will write the data directly to the disk
without caching. This will reduce the write performance and increase the latency of the system

NEW QUESTION # 509

Several mobile users are reporting intermittent performance issues when attempting to access network shares on the file server. After
some investigation, the server administrator notices the server resources are running at maximum capacity, even during non-peak
usage times. A recent port scan of the network identified this server as having too many unnecessary ports open to the public. Which
of the following is the most likely cause of the performance issues?

A. A virus infection

B. Improper privilege escalation

C. A misconfigured firewall rule

D. Incorrect share permissions for mobile users

Answer: A

Explanation:
The fact that the server is running at maximum capacity, combined with the open ports, suggests that the server may have been
compromised by a virus infection. Malware can exploit unnecessary open ports, leading to resource exhaustion and performance

issues. Virus infection (Answer C): Malware often exploits open ports and consumes system resources, leading to performance
degradation.

NEW QUESTION # 510

A server administrator has received calls regarding latency and performance issues with a file server. After reviewing all logs and
server features the administrator discovers the server came with four Ethernet ports, out only one port is currently in use. Which of
the following features will enable the use of all available ports using a single [P address?

A. Round robin

B. Network address translation
C. NIC teaming

D. in-band management
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Answer: C

Explanation:

Explanation

NIC teaming is a feature that allows the use of multiple network interface cards (NICs) as a single logical interface with a single IP
address. It can improve the network performance, bandwidth, and redundancy of a server. Verified References: [NIC teaming],
[Network interface card]

NEW QUESTION # 511
A server technician installs a new NIC on a server and configures the NIC for IP connectivity. The technician then tests the
connection using the ping command. Given the following partial output of the ping and ipconfig commands:

ipconfig /all

IPv4 address: 192.168.1.5
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1

pinging 192.168.1.1 wath.32 bytes of data:

Reqief) Lined /Qut

Reply from 192.168.1.1: bytes=32 time<lms TTL=128
Request timed out

Reply from 192.168.1.1: bytes=32 time<lms TTL=128
Which of'the following caused the issue?

A. DHCP misconfiguration
B. Duplicate IP address

C. Incorrect default gateway
D. Incorrect routing table

Answer: B

Explanation:

Explanation

The ping command output shows that the NIC has an IP address of 192.168.1.100 and a default gateway of 192.168.1.1.
However, when the technician tries to ping the default gateway, the reply comes from another IP address: 192.168.1.101. This
means that there is another device on the network that has the same IP address as the default gateway, and it is responding to the
ping request instead of the intended destination.

A duplicate IP address can cause network connectivity problens, such as packet loss, routing errors, or unreachable hosts. To
resolve this issue, the technician should either change the IP address of the default gateway or the device that is conflicting with it, or
use DHCP to assign [P addresses automatically and avoid conflicts.

The other options are not correct because they do not explain the ping output. An incorrect default gateway would cause no reply or
a destination unreachable message, not a reply froma different [P address. A DHCP misconfiguration would cause an invalid or no
IP address on the NIC, not a duplicate IP address on the network. An incorrect routing table would cause routing errors or
unreachable destinations, not a reply froma different IP address.

References:

https:/askleo.com/what is ping and what does_its output tell me/

httpsy/learn. microsoft.conven-us/windows-server/administration/'windows-commands/ping

NEW QUESTION # 512
An administrator is tasked with building an environment consisting of four servers that can each serve the same website. Which of the



following concepts is described?

A. Load balancing
B. Overprovisioning
C. Drrect access

D. Network teaming

Answer: A

Explanation:

Load balancing is a technique used to distribute workloads evenly across multiple servers, ensuring no single server is overwhelmed.
This is especially important in environments where high availability and reliability are critical, such as when multiple servers are
serving the same website. By doing so, load balancing improves the responsiveness and availability of applications or websites.

Load balancing refers to the process of distributing network or application traffic across multiple servers to ensure no single server
becomes overwhelmed, thereby improving responsiveness and availability of applications or websites. In the scenario described,
where four servers are set up to each serve the same website, the concept of load balancing is applied. This setup ains to distribute
incoming requests evenly among the servers to maximize speed and capacity utilization while ensuring no one server is overburdened,
which can lead to improved overall performance of the website. Options B, C, and D do not accurately describe the scenario of
distributing traffic for the same website across multiple servers.

NEW QUESTION # 513
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