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FIRE #16

A company wants to create a few additional VDIs so support vendors and contractors have a secure method to access the
company's cloud environment. When a cloud administrator attempts to create the additional instances in the new locations, the
operation is successful in some locations but fails in others. Which of the following is the most likely reason for this failure?

A. Deprecation of finctionality
B. Partial service outages

C. Service quotas

D. Regional service availability

ER: C
i RE S «

Ifa cloud admnistrator can create additional instances in some locations but not others, the most likely reason for this failure is
service quotas. Cloud providers often have quotas on the number of resources that can be created, and these limits can vary by
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il =8 #17
Which of'the following are best practices when working with a source control system? (Select two).

A. Performing code deployment

B. Pushing code directly to production
C. Maintaining one branch for all features
D. Committing code often

E. Initiating a pull request

F. Merging code often

ZX: DF
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Best practices when working with a source control system include merging code often to ensure that changes from different team
members are integrated regularly, reducing integration issues. Committing code often is also recommended to save small changes

frequently, which helps in tracking changes and resolving issues more effectively.

Source control system best practices are part of the software development and deployment guidelines discussed in the CompTIA
Cloud+ examination objectives.

8 #18
Which of the following types of storage provides the greatest performance advantage for a traditional relational database?

A. File

B. Object

C. Block

D. Ephemeral

ER: C
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Block storage provides the greatest performance advantage for traditional relational databases due to its high performance and low-
latency characteristics. Block storage allows databases to rapidly manage data in fixed-sized blocks, which is ideal for databases
that require frequent read/write operations.

Reference: Understanding different storage types and their use cases, including block storage for databases, is part of the cloud
computing knowledge base covered in CompTIA Cloud+.

FIRE #19

A cloud engineer is developing an operating expense report that will be used to purchase various cloud billing models for virtual
machine instances. The cloud billing model must meet the following requirements:

* The instance cannot be ephemeral.

* The minimum life cycle of the instance is expected to be five years.

* The software license is charged per physical CPU count.

Which of the following models would best meet these requirements?

A. Pay-as-you-go

B. Dedicated host

C. Reserved resources
D. Spot instance

ER: C
i RE R «

Reserved resources, or Reserved Instances, are ideal for workloads with predictable usage and a long-term commitment, such as a
minimum lifecycle of five years. This model allows for significant cost savings compared to on-demand pricing, and the instance is not
ephemeral, meaning it persists and is dedicated to the user for the duration of the reservation. The licensing charged per physical
CPU count aligns with dedicated host or reserved instance models, but the long-term commitment points more towards reserved



resources.

il =8 #20
A systerms administrator needs to implement a security control that will prevent unknown malware from infecting a system in case the
antivirus solution fails. Which of the following should the administrator implement?

A. A host-based IDS

B. A software whitelist

C. File integrity monitoring
D. Hardened baselines

EX: B

it RE S B -

Application whitelisting is the practice of specifying an index of approved software applications or executable files that are permitted
to be present and active on a computer system.

The goal of whitelisting is to protect computers and networks from potentially harmful applications.
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