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H R #258
A penetration tester assesses a complex web application and wants to explore potential security weaknesses by searching for
subdomains that might have existed in the past. Which of the following tools should the penetration tester use?

e A Censys.io

e B. Shodan

e C. Wayback Machine
e D. SpiderFoot

EfE: C

AR :

The Wayback Machine is an online tool that archives web pages over time, allowing users to see how a website looked at various
points in its history. This can be extremely useful for penetration testers looking to explore potential security weaknesses by
searching for subdomains that might have existed in the past.

* Accessing the Wayback Machine:

* Go to the Wayback Machine website: archive.org/web.

* Enter the URL of'the target website you want to explore.

* Navigating Archived Pages:

* The Wayback Machine provides a timeline and calendar interface to browse through different snapshots taken over time.

* Select a snapshot to view the archived version of the site. Look for links, subdomains, and resources that may no longer be
available in the current version of the website.

* Identifyng Subdomains:

* Examine the archived pages for references to subdomains, which might be visible in links, scripts, or embedded content.

* Use the information gathered to identify potential entry points or older versions of web applications that might still be exploitable.
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* Tool Integration:

* Tools like Burp Suite or SpiderFoot can integrate with the Wayback Machine to automate the discovery process of archived
subdomains and resources.

* Real- World Exanple:

* During a penetration test, a tester might find references to oldadmin.targetsite.com in an archived page from several years ago. This
subdomain might no longer be listed in DNS but could still be accessible, leading to potential security vulnerabilities.

* References from Pentesting Literature:

* In various penetration testing guides and HTB write-ups, using the Wayback Machine is a common technique for passive
reconnaissance, providing historical context and revealing past configurations that might still be exploitable.

Step-by-Step ExplanationReferences:

* HTB Official Writeups

B #259

A penetration tester found several critical SQL injection vulnerabilities during an assessment of a client's system. The tester would
like to suggest mitigation to the client as soon as possible.

Which of the following remediation techniques would be the BEST to recommend? (Choose two.)

A. Randomizing users' credentials
B. Users' input validation

C. Parameterized queries

D. Closing open services

E. Output encoding

F. Encryption users' passwords

EME: B. C

A -

SQL injection is a type of attack that exploits a vulnerability in a web application that allows an attacker to execute malicious SQL
statements on a database server. SQL injection can result in data theft, data corruption, authentication bypass, or command
execution. To mitigate SQL injection vulnerabilities, the following remediation techniques are recommended:

Users' input validation: This involves checking and sanitizing the user input before passing it to the database server. Input validation
can prevent malicious or unexpected input from reaching the database server and causing harm. Input validation can be done by
using whitelists, blacklists, regular expressions, or escaping mechanisirs.

Parameterized queries: This involves using placeholders or parameters for user input instead of concatenating it with the SQL
statement. Parameterized queries can separate the user input from the SQL logic and prevent it from being interpreted as part of the
SQL statement. Parameterized queries can be implemented by using prepared statements, stored procedures, or frameworks that
support them.

The other options are not relevant or effective remediation techniques for SQL injection vulnerabilities.

A #260

A security analyst is conducting an unknown environment test from 192.168 3.3. The analyst wants to limit observation of the
penetration tester's activities and lower the probability of detection by intrusion protection and detection systerms. Which of the
following Nmap commands should the analyst use to achieve This objective?

e A Nmap-D10.5.2.2.168.5.5

e B Nmap -F 192.168.5.5

e C. Map -scanflags SYNFIN 192.168.5.5
e D. Map -datalength 2.192.168.5.5

EfE: C

R -

To limit observation of the penetration tester's activities and lower the probability of detection by intrusion protection and detection
systems, the security analyst should use the Nmap -D 10.5.2.2

192.168.3.3 command 1. The -D option is used to conceal the identity of the attacker by using decoy IP addresses. This option can
be used to confuse the IDS/IPS and lower the probability of detection 1.

References: 1: CompTIA. (2021). CompTIA PenTest+ Certification Exam Objectives. Retrieved from
https://www.comptia.org/content/dam/comptia/documents/certifications/Exant’200bjectives/CompTIA-PenTe



E M #261

During a security audit, a penetration tester wants to run a process to gather information about a target network's domain structure
and associated TP addresses. Which of the following tools should the tester use?

e A Nmap
e B. Dnsenum
e C. Wireshark
e D. Netcat

IEf#: B

TR

Dnsenum is a tool specifically designed to gather information about DN, including domain structure and associated P addresses.
Here's why option A is correct:

Dnsenum: This tool is used for DN'S enumeration and can gather information about a domain's DNS records, subdomains, 1P
addresses, and other related nformation. It is highly effective for mapping out a target network's domain structure.

Nmap: While a versatile network scanning tool, Nmap is more focused on port scanning and service detection rather than detailed
DNS enumeration.

Netcat: This is a network utility for reading and writing data across network connections, not for DN'S enumeration.

Wireshark: This is a network protocol analyzer used for capturing and analyzing network traffic but not specifically for gathering
DNS information.

Reference from Pentest:

Anubis HTB: Shows the importance of using DN'S enumeration tools fike Dnsenum to gather detailed nformation about the target's
domain structure.

Forge HTB: Demonstrates the process of using specialized tools to collect DNS and IP information efficiently.

H R #262

An exploit developer is coding a script that submits a very large number of small requests to a web server until the server is
compromised. The script must examine each response received and compare the data to a large number of strings to determine
which data to submit next. Which of the following data structures should the exploit developer use to make the string comparison
and determination as efficient as possible?

A. An array

B. A dictionary
C. Atree

D. Alist

EfE: B

fi .-

data structures are used to store data in an organized form, and some data structures are more efficient and suitable for certain
operations than others. For example, hash tables, skip lists and jump lists are some dictionary data structures that can insert and
access elements efficiently3.

For string comparison, there are different algorithms that can measure how similar two strings are, such as Levenshtein distance,
Hamming distance or Jaccard similarity4. Some of these algorithms can be implemented using data structures such as arrays or
hashtables5.

E M #263
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