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HE #88

A company has AOS-CX switches and HPE Aruba Networking ClearPass Policy Manager (CPPM). The company wants switches
to implement 802.1X authentication to CPPM and download user roles.

What is one task that you must complete on the switches to support this use case?

A. Install the root CA certificate for CPPM's RADIUS certificate in a TA profile on the switches.

B. Specify CPPM as the RADIUS server with the exact CN in CPPM's HTTPS certificate.

C. Specify a ClearPass username and password that match the name and RADIUS secret in a CPPM network device entry.
D. Configure empty user-roles with names that match enforcement profile names on CPPM.

HE: A

MY
To support 802.1X authentication and download user roles from HPE Aruba Networking ClearPass Policy Manager (CPPM) on
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AOS-CX switches, you must install the root CA certificate for CPPM's RADIUS certificate in a Trust Anchor (TA) profile on the
switches. This ensures that the switches trust the RADIUS server certificate presented by CPPM during the authentication process.
1.Root CA Certificate: Installing the root CA certificate ensures that the switch can verify the authenticity of the RADIUS server
certificate provided by CPPM.

2. Trust Anchor Profile: The TA profile on the switch holds the root CA certificate, establishing a trust relationship between the
switch and the CPPM RADIUS server.

3.Secure Authentication: This setup is essential for securing the 802.1X authentication process and enabling the download of user
roles.

Reference: AOS-CX switch configuration guides and ClearPass integration documentation detail the steps for installing root CA
certificates and configuring trust anchor profiles to enable secure RADIUS authentication and role-based access control.

HEE #89
A company needs you to integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking
ClearPass Device Insight (CPDI). What is one task you should do to prepare?

A. Enable Insight in the CPPM server configuration settings.

B. Configure WMI, SSH, and SNMP external accounts for device scanning on CPPM.
C. Collect a Data Collector token from HPE Aruba Networking Central.

D. Install the root CA for CPPM's HTTPS certificate as trusted in the CPDI application.

HE: A

MY

* ClearPass Device Insight Integration:

* To mtegrate ClearPass Device Insight (CPDI) with ClearPass Policy Manager (CPPM), you must enable the Insight feature in the
CPPM server configuration settings.

* This ensures CPPM can share and receive profiling data with CPDI for device identification.

* Option Analysis:

* Option A: Incorrect. Root CA certificates are not required for this ntegration.

* Option B: Correct. Enabling Insight on CPPM is essential for the integration to function.

* Option C: Incorrect. WMI, SSH, and SNMP are not part of the CPDI integration prerequisites.

* Option D: Incorrect. The Data Collector token is relevant to Aruba Central, not CPDI integration.

EE2 #90

A company is implementing HPE Aruba Networking Wireless IDS/IPS (WIDS/WIPS) on its AOS-10 APs, which are managed in
HPE Aruba Networking Central.

What is one requirement for enabling detection of rogue APs?

A. Each VLAN in the network assigned on at least one AP's or AM's port
B. A manual radio profile that enables non-regulatory channels

C. One AM deployed for every one AP deployed

D. A Foundation with Security license for each of the APs

He:. D

MY

To enable the detection of rogue APs with HPE Aruba Networking Wireless IDS/IPS (WIDS/WIPS) on AOS-10 APs managed in
HPE Aruba Networking Central, each AP must have a Foundation with Security license. This license enables advanced security
features, including rogue AP detection, which is crucial for maintaining a secure wireless environment and protecting against
unauthorized access points.

AE #91
You are establishing a cluster of HPE Aruba Networking ClearPass servers. (Assume that they are running version 6.9.).
For which type of certificate it is recommended to install a CA-signed certificate on the Subscriber before it joins the cluster?

e A. RADIUS/EAP
e B. Database



e (. RadSec

e D. HTTPS
HE: D
o3

When establishing a cluster of HPE Aruba Networking ClearPass servers, it is recommended to install a CA- signed certificate for
HTTPS on the Subscriber before it joins the cluster. This ensures secure communication between the servers in the cluster and
provides a trusted certificate for client connections.

1.HTTPS Security: A CA-signed certificate for HTTPS ensures that all web-based communication to and from the ClearPass server
is encrypted and secure.

2.Cluster Communication: Secure communication between ClearPass nodes in the cluster is essential for synchronization and data
integrity.

3.Client Trust: Clients accessing the ClearPass server will trust the CA-signed certificate, avoiding security warnings and ensuring
smooth operations.

Reference: ClearPass documentation and best practices for clustering and certificate management recommend installing CA-signed
certificates for secure HTTPS commumnication.

HE #92

A company wants HPE Aruba Networking ClearPass Policy Manager (CPPM) to respond to Syslog messages fromits Check
Pont firewall. You have added the firewall as an event source and set up an event service. However, test Syslog messages are not
triggering the expected actions.

What is one CPPM setting that you should check?

A. The Check Point Extension is installed through ClearPass Guest.
B. ClearPass Device Insight integration is disabled.

C. Ingress Event Dictionaries for Check Point messages are enabled.
D. The CoA delay value is set to 0 on the server.

qH: C

HE:

To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) responds correctly to Syslog messages froma Check
Point firewall, you need to check that the Ingress Event Dictionaries for Check Point messages are enabled. These dictionaries are
necessary for CPPM to properly interpret and respond to the Syslog messages received from the firewall,

1.Event Dictionaries: Ingress Event Dictionaries allow CPPM to understand the specific format and content of Syslog messages from
various sources, such as Check Pomt firewalls.

2.Message Interpretation: Without these dictionaries enabled, CPPM may not correctly interpret the Syslog messages, leading to a
failure in triggering the expected actions.

3.Configuration Check: Ensuring that the dictionaries are enabled is crucial for the proper functioning of the event service and
accurate response to security events.
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