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Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q37-
Q42):

NEW QUESTION # 37
Refer to the exhibits.

Event Handler

Status

Name

MITRE Domain Enterprise | ICS

Data Selector Click to select

Automation Stitch »

Rulbes

© 8 E spe arphishing Rule 1

Handler Settings

Notifications Spearphishing Alert

You configured a spearphishing event handler and the associated rule. However. FortiAnalyzer did not generate an event.

When you check the FortiAnalyzer log viewer, you confirm that FortiSandbox forwarded the appropriate logs, as shown in the raw
log exhibit.

‘What configuration nust you change on FortiAnalyzer in order for FortiAnalyzer to generate an event?

A. Configure a FortiSandbox data selector and add it tothe event handler.

B. Change trigger condition by selecting. Within a group, the log field Malware Kame (mname> has 2 or more unique values.
C. Inthe Log Filter by Text field, type the value: .5 ub t ype ma Iwa re..

D. Inthe Log Type field, change the selection to AntiVirus Log(malware).

Answer: A

Explanation:

Understanding the Event Handler Configuration:

The event handler is set up to detect specific security incidents, such as spearphishing, based on logs forwarded from other Fortinet
products like FortiSandbox.

An event handler includes rules that define the conditions under which an event should be triggered.


https://www.prep4away.com/Fortinet-certification/braindumps.FCSS_SOC_AN-7.4.ete.file.html

Analyzing the Current Configuration:

The current event handler is named "Spearphishing handler” with a rule titled "Spearphishing Rule 1".

The log viewer shows that logs are being forwarded by FortiSandbox but no events are generated by FortiAnalyzer.

Key Components of Event Handling:

Log Type: Determines which type of logs will trigger the event handler.

Data Selector: Specifies the criteria that logs must meet to trigger an event.

Automation Stitch: Optional actions that can be triggered when an event occurs.

Notifications: Defines how alerts are communicated when an event is detected.

Issue Identification:

Since FortiSandbox logs are correctly forwarded but no event is generated, the issue likely lies in the data selector configuration or
log type matching,

The data selector must be configured to include logs forwarded by FortiSandbox.

Solution:

B. Configure a FortiSandbox data selector and add it to the event handler:

By configuring a data selector specifically for FortiSandbox logs and adding it to the event handler, FortiAnalyzer can accurately
identify and trigger events based on the forwarded logs. Steps to Implement the Solution:

Step 1: Go to the Event Handler settings in FortiAnalyzer.

Step 2: Add a new data selector that includes criteria matching the logs forwarded by FortiSandbox (e.g., log subtype, malware
detection details).

Step 3: Link this data selector to the existing spearphishing event handler.

Step 4: Save the configuration and test to ensure events are now being generated.

Conclusion:

The correct configuration of a FortiSandbox data selector within the event handler ensures that FortiAnalyzer can generate events
based on relevant logs.

Reference: Fortinet Documentation on Event Handlers and Data Selectors FortiAnalyzer Event Handlers Fortinet Knowledge Base
for Configuring Data Selectors FortiAnalyzer Data Selectors By configuring a FortiSandbox data selector and adding it to the event
handler, FortiAnalyzer will be able to accurately generate events based on the appropriate logs.

NEW QUESTION # 38
When does FortiAnalyzer generate an event?

A. When a log matches a task in a playbook

B. When a log matches a filter in a data selector
C. When a log matches a rule in an event handler
D. When a log matches an action in a connector

Answer: C

Explanation:

Understanding Event Generation in FortiAnalyzer:

FortiAnalyzer generates events based on predefined rules and conditions to help in monitoring and responding to security incidents.
Analyzing the Options:

Option A: Data selectors filter logs based on specific criteria but do not generate events on their own.

Option B: Connectors facilitate integrations with other systems but do not generate events based on log matches.

Option C: Event handlers are configured with rules that define the conditions under which events are generated. When a log matches
a rule in an event handler, FortiAnalyzer generates an event.

Option D: Tasks i playbooks execute actions based on predefined workflows but do not directly generate events based on log
matches.

Conclusion:

FortiAnalyzer generates an event when a log matches a rule in an event handler.

Reference: Fortinet Documentation on Event Handlers and Event Generation in FortiAnalyzer.

Best Practices for Configuring Event Handlers in FortiAnalyzer.

NEW QUESTION # 39
In the context of SOC automation, how does effective management of connectors influence incident management?

e A Tt decreases the effectiveness of commumnication channels
e B. It simplifies the process of handling incidents by automating data exchanges



e (. It reduces the importance of cybersecurity training
e D. It increases the need for paper-based reporting

Answer: B

NEW QUESTION # 40
Which three end user logs does FortiAnalyzer use to identify possible IOC compromised hosts? (Choose three.)

A. TIPS logs

B. Emall filter logs

C. Application filter logs
D. Web filter logs

E. DNS filter logs

Answer: A.D.E

Explanation:

Overview of Indicators of Compromise (IoCs): Indicators of Compromise (IoCs) are pieces of evidence that suggest a system may
have been compromised. These can include unusual network traffic patterns, the presence of known malicious files, or other
suspicious activities.

FortiAnalyzer's Role: FortiAnalyzer aggregates logs from various Fortinet devices to provide comprehensive visibility and analysis of
network events. It uses these logs to identify potential loCs and compromised hosts.

Relevant Log Types:

DNS Filter Logs:

DNS requests are a common vector for malware communication. Analyzing DN'S filter logs helps in identifying suspicious domain
queries, which can indicate malware attempting to communicate with command and control (C2) servers.

Reference: Fortinet Documentation on DNS Filtering FortiOS DNS Filter IPS Logs:

Intrusion Prevention System (IPS) logs detect and block exploit attempts and malicious activities.

These logs are critical for identifying compromised hosts based on detected intrusion attempts or behaviors matching known attack
patterns.

Reference: Fortinet IPS Overview FortiOS IPS

Web Filter Logs:

Web filtering logs monitor and control access to web content. These logs can reveal access to malicious websites, download of
malware, or other web-based threats, indicating a compromised host.

Reference: Fortinet Web Filtering FortiOS Web Filter

Why Not Other Log Types:

Email Filter Logs:

While important for detecting phishing and email-based threats, they are not as directly indicative of compromised hosts as DNS,
IPS, and Web filter logs. Application Filter Logs:

These logs control application usage but are less likely to directly indicate compromised hosts compared to the selected logs.
Detailed Process:

Step 1: FortiAnalyzer collects logs from FortiGate and other Fortinet devices.

Step 2: DNS filter logs are analyzed to detect unusual or malicious domain queries.

Step 3: IPS logs are reviewed for any intrusion attempts or suspicious activities.

Step 4: Web filter logs are checked for access to malicious websites or downloads.

Step 5: FortiAnalyzer correlates the information from these logs to identify potential [oCs and compromised hosts.

Reference: Fortinet Documentation: FortiOS DNS Filter, IPS, and Web Filter administration guides.

FortiAnalyzer Administration Guide: Details on log analysis and IoC identification.

By using DN filter logs, IPS logs, and Web filter logs, FortiAnalyzer effectively identifies possible compromised hosts, providing
critical insights for threat detection and response.

NEW QUESTION # 41
Which two types of variables can you use in playbook tasks? (Choose two.)

A. nput

B. Output
C. Create
D. Trigger



Answer: A,B

Explanation:

Understanding Playbook Variables:

Playbook tasks in Security Operations Center (SOC) playbooks use variables to pass and manipulate data between different steps
in the automation process.

Variables help in dynamically handling data, making the playbook more flexible and adaptive to different scenarios.

Types of Variables:

Input Variables:

Input variables are used to provide data to a playbook task. These variables can be set manually or derived from previous tasks.
They act as parameters that the task will use to performits operations.

Output Variables:

Output variables store the result of a playbook task. These variables can then be used as inputs for subsequent tasks.

They capture the outcome of the task's execution, allowing for the dynamic flow of information through the playbook.

Other Options:

Create: Not typically referred to as a type of variable in playbook tasks. It might refer to an action but not a variable type.
Trigger: Refers to the mitiation mechanism of the playbook or task (e.g., an event trigger), not a type of variable.

Conclusion:

The two types of variables used in playbook tasks are input and output.

Reference: Fortinet Documentation on Playbook Configuration and Variable Usage.

General SOC Automation and Orchestration Practices.

NEW QUESTION # 42
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