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Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q197-Q202):
NEW QUESTION # 197 
After containing a cybersecurity threat, the next step is to _________ the damage or vulnerability to prevent future incidents.

A. remediate
B. exacerbate
C. overlook
D. escalate

Answer: A

NEW QUESTION # 198 
When determining security policies for application enforcement, which of the following is a key consideration?

A. The color scheme of the application interface
B. The popularity of the application among users
C. The programming language used to develop the application
D. The sensitivity of the data being accessed or stored by the application

Answer: D

NEW QUESTION # 199 
Which of the following best describes multifactor authentication (MFA)?

A. Authentication that relies solely on biometrics
B. Authentication that requires only a user name
C. Authentication that requires two or more verification factors
D. Authentication using a single factor like a password

Answer: C

NEW QUESTION # 200 

Refer to the exhibit. An engineer must enable access to Salesforce using Cisco Umbrella and Cisco Cloudlock. These actions were
performed:
* From Salesforce, add the Cloudlock IP address to the allow list
* From Cloudlock, authorize Salesforce
However, Salesforce access via Cloudlock is still unauthorized. What should be done to meet the requirements?

A. From the Salesforce admin page, grant API access to Cloudlock.
B. From the Cloudlock dashboard, grant API access to Salesforce.



C. From the Cloudlock dashboard, grant network access to Salesforce.
D. From the Salesforce admin page, grant network access to Cloudlock

Answer: D

Explanation:
When integrating Cisco Cloudlock with SaaS platforms like Salesforce, two core authorizations are required:
network access and API authorization. In the scenario, Cloudlock has been authorized in Salesforce, and its IP has been allow-
listed. However, if access is still denied, the most likely cause is that Salesforce has not been configured to accept traffic from
Cloudlock's IP range - a process handled from the Salesforce admin panel.
To resolve the issue, network access must be explicitly granted to Cloudlock from within Salesforce. This ensures that Salesforce
accepts requests initiated by Cloudlock for monitoring and enforcement.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4:
Application and Data Security, Pages 85-87.
Also supported by Cisco Cloudlock for Salesforce Deployment Guide.

NEW QUESTION # 201 

Refer to the exhibit. An engineer must implement a remote access VPN solution that provides user and device verification. The
company uses Active Directory for user authentication and ID certificates for device identity. Users are currently able to connect
using only a valid username and password, even if their computer is missing the required certificate.
Which command from the Cisco ASA tunnel-group completes the requirement of verifying device identity in addition to user
identity?

A. authentication mfa
B. authentication aaa certificate
C. webvpn authorize-device
D. ldap-attribute-map PolicyAllow

Answer: B

Explanation:
To enforce both user-based and device-based authentication on Cisco ASA, the tunnel group must include the command:
authentication aaa certificate. This configuration requires that both a valid username/password (authenticated via AAA, such as
Active Directory) and a trusted certificate (device identity) are present before allowing VPN access. Without this directive, only
username/password credentials are validated, which leads to the scenario described in the question.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2:
User and Device Security, Pages 40-44.

NEW QUESTION # 202
......
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