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Questions (Q148-Q153):
NEW QUESTION # 148 
Which phase in the ethical hacking cycle involves finding exploitable vulnerabilities in the target system?

A. Covering Tracks
B. Gaining Access
C. Maintaining Access
D. Reconnaissance

Answer: B

NEW QUESTION # 149 
Which of the following best describes a zero-day vulnerability?

A. A vulnerability that is exploited before the vendor has issued a patch
B. A vulnerability that does not require user interaction to be exploited
C. A vulnerability that affects all versions of a software
D. A vulnerability that exists for zero days before being detected

Answer: A

NEW QUESTION # 150 
Which standard provides a framework for managing sensitive company information?

A. ISO 14001
B. ISO 27001
C. ISO 9001
D. ISO 31000

Answer: B

NEW QUESTION # 151 
Which mobile-specific attack can be performed through public Wi-Fi networks?

A. Social engineering
B. Buffer overflow
C. Rogue AP attack
D. Brute force attack

Answer: C

NEW QUESTION # 152 
Which principle ensures that only authorized individuals can access information?

A. Confidentiality
B. Accountability
C. Integrity
D. Availability

Answer: A

NEW QUESTION # 153
......
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